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ITpuka3z @AIICH ot 13 uronst 2001 r. N 152 "O0 yrBepkaenun MHcTpykimu 06 opranuzanuu u
obecrieueHnH 0€301TaCHOCTH XpaHEHHUs, 00pa0OTKHU U TIepe1auu 10 KaHalaM CBSI3H C UCIIOJIb30BAaHHEM
CpencTB KpunTorpaduueckoit 3amm Tl HHGOPMAIMK ¢ OTPAHHYEHHBIM JOCTYTIOM, HE COIepIKaIei
CBEJICHUH, COCTABIIAIOIIMX TOCYJAPCTBEHHYIO TailiHy"

IIpuxa3 ®AIICH ot 13 urons 2001 r. N 152
"O0 yrBep:xkaennu UHcTpyKuum 00 opranu3anum 4 odecrneyeHuu 0e30acHOCTH XPaHeHMs,
00padoTKH U NepeJavyu 10 KAHAJIAM CBSI3HM € HCI0JIb30BaHHEM CPeACTB Kpunrorpaguieckoi
3alMTHI HH(POPMAIIUH C OTPAHUYEHHBIM J0CTYIIOM, He CO/iep:Kallleil cBeJleHHii, COCTABJIAIOINX
rocy/1apCTBeHHYIO TaliHy"

B cootBerctBun ¢ @esepansubiv 3akoHoM OT 20 deBpans 1995 r. N 24-03 "O6 undopmaruu,
uHpopMaTu3anuu U 3amure nHpopmanun"*, 3akonom Poccuiickoit @eneparun ot 19 despans 1993 r. N
4524-1 "O denepanbHBIX OpraHax IPaBUTEIBLCTBEHHON cBs3u W uHMopmaruu"** u [lonoxenuem o
HOpsiIKE pa3padOTKH, MPOM3BOJCTBA, pEATHM3AIMKA W HCIIOJIB30BAHUS CPEICTB KpHUNTOrpadudeckoit
3alUTel MHQOpPMAIMK C OrPAaHUYCHHBIM JOCTYIIOM, HE COJEp)Kalllel CBEACHHI, COCTaBIISIFOIINX
rocynapctBeHHyo TaiiHy ([lonoxenue I1K3-99), yrBepxaenusiM rpukazom DAIICU ot 23 ceHTs0ps
1999 r. N 158, 3apeructpupoBaHHbIM MuHuctepcTBoM roctuiiuu Poccutickoit @enepanuu 28 nexkadps
1999 r., peructpanmonssiii N 2029*** ¢ nenpio onpelneneHus MOpsJiKa OpraHU3aluud U 00ecTeUeHUs
0e30MacHOCTH XpaHeHus, o0pabOTKM M Tepeqadyd MO KaHalaM CBSI3M C HCIIOJIb30BAHUEM CPEJICTB
Kpunrorpaguyeckor 3ammThl MHOOPMAIMM C OTPAHWYCHHBIM JOCTYIIOM, HE COJEp)Kalle CBEICHH,
COCTaBJISIOUIUX IOCYIaPCTBEHHYIO TaliHy MPUKA3bIBAIO:

YrBepauts MHCTpYKIUIO 00 OpraHu3anyuu 1 00ecriedeHud 0e30MacHOCTH XpaHeHus, 00pabOTKU H
nepesavyyd Mo KaHajaMm CBS3H C HCIIOJIb30BAHMEM CPEICTB KPUIMTOrpaduyecKoi 3aliuThl HHPOPMAIHH C
OTpaHUYEHHBIM JIOCTYIIOM, HE COJEpallled CBEIEHUM, COCTaBISIOLIUX TOCYJAapCTBEHHYIO TalHY
(nputaraercs).

I'enepasbHBIN THPEKTOP ATEHTCTBA B.Marroxun

* CoOpanue 3akoHogaTenbcTBa Poccuiickoit @enepanun, 1995, N 8, cT.609.

** Benomoctu Cbes3na HapoaHbIx nemytaToB Poccuiickoit depepaunu u Bepxonoro Cosera
Poccuiickoit deneparuu, 1993, N 12, cT.423.

*#% "Poccuiickas razeta", 2000, 26 sHBaps.

3apeructpupoBano B Muntocte PO 6 asrycra 2001 r.
Peructpanmonnsiit N 2848

IIpunoxenune
K npukazy @®AIICH PD®
ot 13 urons 2001 r. N 152

HNucrpykuus
00 opranu3anuu 1 odecrnedyeHnH 0e30NaACHOCTH XpaHeHHsl, 00padOTKH U Nepeiavu 1o KaHaJIaM
CBSI3M C HCIOJIb30BAHNEM CPEACTB KpUNTOrpagu4ecKoil 3amuThl HHGOpManuu ¢ OrpaHMYeHHBIM
AOCTYIIOM, He coJep:Kalleil CBeJeHNH, COCTABJIAIOLIUX IOCYAaAPCTBEHHYI0 TAHY

1. O01Iue mos10KeHus
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1. Hacrosmas WHCTpykuus ompenensieT eAuHbli Ha Tepputopun Poccuiickoit ®Depepannu
HOPSIOK OpraHu3aluu U obecnieueHus: OE30IIaCHOCTH XpaHEHUs, oOpabOTKM M Mepelayd MO0 KaHalaM
CBSI3U € wucnojib3oBanueM cepruduuupoBanusix DOAIICHU cpenctB KpuUnTorpapuueckon 3amiuThl
(MQpoBaIbHBIX CPEACTB) HOUIEKAIIECH B COOTBETCTBUU € 3aKOHOZAaTenbcTBOM Poccuiickoit @enepannu
o0si3aTeNbHONM  3amuTe WHGOPMAIMM C OTPaHUYECHHBIM JIOCTYNIOM, HE COJepXKalled CBEICHMIA,
COCTABJISIFOLTUX TOCY/IaPCTBEHHYIO TaHy ™ (1).

JIaHHBIM TIOPSIIKOM PEKOMEHIYETCs PyKOBOACTBOBAThCA TAKXKE MPHU OPraHU3ALUHN U 00eCTieUeHUH
0€30I1aCHOCTH ~ XpaHeHMs, 00pa0OTKM M Iepejauyd 10 KaHalaM CBA3M C HCIOJIb30BAHUEM
ceprudunupoBanabix DAIICHU cpeacts kpunrorpadudeckoii 3amuThl *(2) He TOIeKAIICH 00s13aTeIbHON
3alMTe KOH(UAEHIMAIbHOW HH(pOpMalMU, AOCTYH K KOTOPOW OrpaHUYMBAETCS B COOTBETCTBHM C
3aKOHOJATeNbCTBOM Poccmiickoit ®exepanuu WM MO pemieHHI0 oOmajgarens KOHQUACHIUATBLHOU
uHpopmanuu®(3) (3a UCKIIOYeHHEM HHpOpMalUH, CoJepKalleil CBeIeHUs], K KOTOPbIM B COOTBETCTBUU C
3akoHoAaTenbcTBOM Poccuiickoit denepanny He MOXKET ObITh OTPaHUYEH JOCTYII).

2. Hacrosamas WHCTpykuus He perjaMeHTUpyeT TMOpsika OpraHu3alud M oOecredeHus
0€30MacHOCTH XpaHEeHHs, 00paOOTKM M TIepeJadd Mo KaHajaM CBs3M C wucnoib3oBanneM CK3U
KOH(pUIeHIIMaIbHON HH(popMalMK B yupexaeHusx Poccuiickoii @eneparinu 3a rpaHuLei.

I1. Opranuszauus u obecneyeHue 6€30MACHOCTH XpaHeHHsl, 00PaOOTKH U NepeIayvn Mo KaHajiaM
cBsi3u ¢ ucnoiab3oBanneM CK3U konpuaeHunaibLHoi nHpopManuu

3. bezonacHocTh XpaHeHHs, 00pabOTKH U Tepeaadn Mo KaHajaaMm CBs3H ¢ ucnoib3oBannem CK3U
KOH(UICHIMATBHOU HHDOPMALIUU B CETAX KOH(PHUIECHIIMAIBHON CBS3U™*(4) OpraHU3yI0T U 00eCIeYrBaIOT
oreparopsl KOHPUIACHIMATBHON CBI3U™(5).

besomacHocTs XxpaHenuss u 00paboTku ¢ wucnoib3oBanuemM CK3U koHduaeHunaibHON
uHpOpMaIKK, IIepeaBaeMoil BHE ceTell KOH(UACHINAILHONW CBSI3M, OPTaHU3YIOT M 00ECTICUMBAIOT JIUIIA,
uMmerorue auneH3uto GAIICHU*(6).

Jlunia, okaspIBaOIME€ BO3ME3JHBIE YCIYTH IO OpraHU3aIlMd M O00eCleueHHuI0 O0e30MacHOCTH
xpaHeHusi 1 006pabotku ¢ ucnonszoBanueM CK3U xondunennmanbHol nadopmanmu, nepegaBacMon BHE
ceTel KOH(QUIACHIMAIBbHOW CBS3M, JODKHBI uMeTh JjuueHsuro DPAIICHU Ha nesaTenbHOCTH IO
MPEIOCTAaBIEHUIO YCIyT B 001acTu mudpoBanus HHGOpMAIUH.

4. Be3omnacHOCTh XpaHeHHUsI, 00pabOTKX U TIepelayu Mo KaHalaM CBsi3u ¢ ucrnosib3oBanueM CK3U
KOH(UICHIMATbHOU WHpOpMaluu, obnagatenu kotopod He umeroT suneHzuid PAITICU, nuneH3uatsl
OAIICH opranusyrorT u oOecreurBalOT MO0 MO YKa3aHUIO BBIIECTOSALICH opraHu3aluu, JU0O0 Ha
OCHOBaHMHU JIOTOBOPOB Ha OKa3aHWe YCAYr MO Kpunrorpadudeckoil 3ammuTe KOHGUICHIIHATBLHOMI
uH(pOopMaLUu.

5. Jlunensuatst DAIICHM HecyT OTBETCTBEHHOCTh 3a COOTBETCTBUE IPOBOJIMUMBIX HMH
MEPOTIPUATHIA TI0 OpPTaHM3aIMKd M O00ECTICUeHHIO0 O€30MaCHOCTH XpaHeHHUs, oOpabOTKH M Iepeaadyd o
KaHajgaMm CcBs3M ¢ ucnonb3oBanueM CK3U  koHduaeHumanbHOW uHPOpMANMKM  JTHIIEH3MOHHBIM
TpeOOBaHUSIM M YCIIOBUSAM, JKCIUTyaTallMOHHOW H TexHudeckor mokymeHtanmmu k CK3M, a Ttaxxke
MOJIOKEHUSAM HacTosiuiel MHcTpykimm.

I[Ipu »stom smmen3uatet  @DAIICU  pgomxHBl  oOecneynBaTh  KOMIUIEKCHOCTh — 3aIllATHI
KOH(UICHIIMATBEHOW HHPOpPMAIIMK, B TOM YHCJIE TOCPEACTBOM MPUMEHEHHS] HEKPUNTOrpaduIecKux
CPEJICTB 3aIUTHI.

6. Jns pa3paboTKM W OCYIIECTBICHUS MEPONPUATHNA 1O OpraHU3alMd U O00ECICYCHUIO
0e30macHOCTH XpaHeHHus, 00paboTku u mepenaun ¢ ucnoib3oBanueM CK3U  konpuaeHmambHOM
unpopmanmn Junensuar DOAIICU co3maeTr OAMH WM HECKOJIBKO OpPraHOB KPHUMNTOTpadUUYecKoi
3ammTh*(7), 0 yem muckMeHHo yBeaomisier GATICH.

Jomyckaercss Bo3noxkeHHe (YHKIMNA opraHa KpunTorpauueckoil 3amuThl Ha CHEIHaTbHOE
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CTPYKTYpHOE IOApA3JENE€HNUE 10 3allUTe TOCYJapCTBEHHOMW TaWHbI, HCIOJNb3YyIOIIEe JUIsl 3TOrO
mu(poBaIbHBIE CPENICTBA.

KonuuecTBo opranoB KpunTorpaduyeckoil 3aluThl U UX YUCIEHHOCTh YCTaHABIMBACT JUIICH3UAT
OAIICH.

7. Opran kpuntorpaduyecKom 3amuThl OCYIICCTBIISICT:

MPOBEPKY TOTOBHOCTH oOnanarencii KoH(UIECHIHAILHONH WH(OOPMAIMH K CaMOCTOSTEILHOMY
ucrnonp3oBannio CK3U u cocraBnenue 3akimrodeHuit 0 Bo3MoxHOCTH dkcrutyaTanuu CK3U (¢ ykazanuem
tuna 1 HoMmepoB  ucnosb3dyembix ~ CK3HM, HomepoB  ammapaTHBIX,  [pPOTrPpaMMHBIX U
anmapaTHO-IPOTPaMMHBIX CPEJCTB, I/I€ YCTAHOBJIEHBI WM K KOTOpbIM nojakitodeHsl CK3U, ¢ ykazanuem
TaKk)Ke HOMEPOB IeyaTei (TmoMOupoB), KOTOPEIMH OTeYaTaHbl (OTUIOMOUPOBAHBI) TEXHUYECKUE CPENICTBA,
Biirovas CK3U, u pesynbpraToB npoBepku ¢pyHkimonupobanus CK3M);

pa3paboTKy MepOompHUATH 10 oOecreueHU0 (YHKIIMOHUPOBAHMS M 0€30MaCHOCTH MPUMEHSIEMBIX
CK3H1 B COOTBETCTBUHM C YCIOBUSIMU BBIJAHHBIX HA HUX CEPTU(PHUKATOB, a TAKKE€ B COOTBETCTBUU C
JKCINTyaTallMOHHOW U TEXHUYECKOM JOKYMEHTALMEN K TUM CPEICTBAM;

o0yuenue s, ucnoib3yromux CK3U, npaBuiaM paboThl ¢ HUMH;

MOAK3EMIULIpHBIN yueT ucnosb3dyembix CK3U, skcrutyaralinOHHON U TEXHUYECKOW TOKYMEHTAIUH
K HUM;

y4eT 00CITy>)KUBAaeMbIX 00JaaTesiell KOHPHUISHIMATbHON HHPOPMAIIUH, a TaKkKe PU3NIECKUX JIHII,
HEMOCPEACTBEHHO J0oNyIIeHHBIX K padote ¢ CK3U*(8);

noaauy 3asBok B DAIICHU wiu nmunensuaty, umeromemy aunensnio GAIICH na gestenbHOCTD 1O
U3TOTOBJICHUIO KJIH04eBBIX J0KyMeHTOB*(9) mis CK3U, Ha M3roTOBIEHUE KIIIOYEBBIX JOKYMEHTOB MU
UCXOMHOW KIt0ueBoil nHpopmaryn. M3roTtoBneHne M3 MCXOTHOW KIIOUEBOW WHGOPMAIHMU KIFOUEBBIX
JIOKYMEHTOB, UX pacIpe/iesieHue, PaCChUIKY U YUET;

KOHTPOJIb 3a coOoeHrueM ycioBuil ucnoib3zoBanuss CK3U, ycTaHOBIEHHBIX 3KCIUTyaTallMOHHON
u Texundeckoit nokymenrtanueit kK CK3U, cepruduxarom ®AIICU u Hactoseit MHcTpyKIueil;

pacciieJoBaHHE WU COCTaBJIEHUE 3aKJIOYEHHH Mo (akTaM HapylLIeHHs YCIOBUM HCIOIb30BAaHUS
CK3H, xotopble MOTYT HPHUBECTH K CHHIKEHHIO YpPOBHS 3alllUThl KOH(PHUACHLIUAIHLHOW HH(OpMAIINH;
pa3paboOTKy M MNPUHATHE MEp IO MPEIOTBPALLIEHUI0 BO3MOXKHBIX OINACHBIX IOCIEACTBUI MOJOOHBIX
HapyILICHUN;

pa3paboOTKy CXeMbl OpraHU3alUU KpUNTOrpaduiyecKor 3aUThl KOH(QUICHIIMATbHON HHPOpMaUN
(c yka3aHHEM HaUMEHOBAHMs U pa3MEILEeHHs] HIKECTOAIIMX OPraHOB KpUNTOrpadUuecKoi 3aluThl, €Cu
TaKOBble UMEIOTCS, obnagareneil KoHuaeHMaIbHON HH(OPMallUY, pEKBU3UTOB JOIOBOPOB Ha OKa3aHUE
yCIIyT MO Kpunrorpaduyeckor 3ammure KOHPHUISHIIMANbHON WH(OpMAIIUY, a TaKKe C YKa3aHUEM THUIIOB
npuMmenseMbix CK3WM wu xi1roueBblx JOKYMEHTOB K HHUM, BHAOB 3alluiiaeMoil uHQOpManuu,
ucnonb3yemMbix coBMecTHO ¢ CK3UW TexHHYecKuX CpeiCTB CBSI3M, NMPUKIATHOIO U OOLIECHCTEMHOIO
IPOrPaMMHOT0 OOECHEYEHHS MU CPEACTB BBIYMCIUTEIBHOM TEXHHUKH). YKa3aHHYIO CXEMY YTBEp)KIAeT
muensuat ©AIICH.

8. O6nanarenu KOHPUACHIINATBHON MHPOPMALIUU, €CTTU OHU TIPUHSIIN PEIICHUE 0 HEOOXOAUMOCTH
Kpunrorpaguuecko 3amuThl Takod HMHPOpPMAIMM MIM €CIU pelIeHne O HeoOXOAMMOCTH ee
Kpuntorpaduueckoil 3ammTsel B coorBeTcTBUU ¢ [lonoxkenuem [1K3-99 mpuHsSTO TrOCynapcTBEHHBIMU
OpraHaMH WJIM TOCYJApCTBEHHBIMH OpTaHU3alUsIMU, 00s3aHBI BBHIMOIHATH YKa3aHUS COOTBETCTBYIOIIUX
OpraHOB KpUNTOrpa(HUuecKoil 3alMUTHI 110 BCEM BOIPOCAM OpraHM3alMu U oOecredeHus 0e30MacHOCTH
XpaHeHus, oOpabOTKM M Tepefayd Mo KaHajgaMm cBsi3u ¢ ucnoib3zoBaHueM CK3U koHpuaeHnmanbHOM
uH(pOpMaLUH.

9. Hnsa opraHuM3allid B3auMOJEHCTBHS oOnagareneil KOHOQUACHUUATIbHOW HH(MOpMAIMH,
0e30macHOCTh XpaHEHHsI, 00pabOTKHM M TIepenayur Mo KaHajlaM CBSI3M KOTopoi#l ¢ ucnosnb3oBannem CK3U
OpraHu3yloT U oOecreunBaroT pasnuusble JauneH3natel @AIICH, U3 co31aHHBIX 3TUMH JMIIEH3UATaAMU
OAIICH  opranoB  kpuntorpaduueckoil  3alUThl  BBIJAENAETCS  KOOPIMHUPYIOIIUMH  Opras
Kpunrorpadguueckoi 3ammrThl. Bce opraHbsl Kpuntorpaguuecko 3amuThl, O0O0pa3oBaHHBIE 3TUMHU
munensuatamu O®ATICH, o6s3aHbI BBIMOIHATH YKa3aHUS KOOPAMHHUPYIOIIET0 OpraHa Kpunrorpapuieckon
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3alIUTHI IO 00ECTIEYEHHIO TAKOTO B3aUMOICHCTBUSI.

10. MHCTpyKIMU, PETJIaMEHTHPYIOIINE MPOIECCHl MOATOTOBKH, BBOJA, 00pabOTKU, XpaHEHUS H
nepepaun 3ammiraemMor ¢ ucnosb3oBaHueM CK3UW  koHduaeHmanpHOWM WHGOPMAIMH, JTOHKHBI
cornacoBbeiBaThcsi ¢ JuueHsuatom @OAIICU. Takue UHCTPYKIMU MOATOTAaBIMBAIOTCS COTJIACHO
SKCIUIyaTalMOHHOM M TEXHUYECKOM  JOKYMEHTAallud Ha  COOTBETCTBYIOLME CETH  CBSA3M,
aBTOMATH3UPOBAHHbIE U WH(OpPMAIMOHHBIE CHUCTEMBI, B KOTOPBIX Mepeaaercsi, oOpabaTbiBaeTcs WIN
XpaHuTCcs KoH(puaeHIMaIbHas nHopmalus, ¢ yuerom ucnoiabzyeMbix CK3W u nmonoxenuid HacTosmen
HNuctpykuuu.

11. JIunensuarer ®AIICH ¢ ydeTroM 0COOEHHOCTEH CBOEH NEATEIBHOCTH MOTYT pa3pabaThiBaTh
METOJMYECKHE PEKOMEHJALMU [0 INPUMEHEHHIO HacTosed MHCTpyKIuM, HE MNpOTHBOpEUAllHUE €e
TpeOOBAHUSIM.

12. KmoueBsie nokymentsl it CK3W wim ucxomnas wiroueBas MH(GOpMaIys A BhIPaOOTKH
KJIFOUEBBIX JOKyMeHTOB u3roraBiauBaroTcss @AIICU Ha nOroBOpHON OCHOBE WM JHMLAMH, UMEIOIIUMHU
muueH3uo GAIICH Ha n1esTeIbHOCTD 10 U3TOTOBJICHUIO KITFOUEBbIX TOKyMeHTOB st CK3U.

W3roToBiasTh  KJIIOYEBBIE JOKYMEHTHI M3 HCXOJHOM  KIIOYeBOM HHGOpMAalLUKA  MOTYT
KOOPIMHHUPYIONIMIA OpraH Kpunrtorpaguueckoi 3ammThl (P ero HaJIU4Hr ), OPTaHbl KPUITOTpahUIecKOMr
3alUThl WJIM HEMOCPEJCTBEHHO oOjanareny KoHpuaeHIuanbHOW HHGOpMAIUU, MPUMEHSS IITAaTHBIC
CK3U, ecnu Takasi BO3MOXXHOCTh IIPEIYCMOTPEHA SKCIUTYaTallUOHHON M TEXHUYECKOU TOKyMEHTAIMen K
CK3M1.

13. K BbINOJIHEHHIO OO0S3aHHOCTEH COTPYIHHUKOB OpPraHOB KPHUNTOTPa(UYECKON 3aIIUTHI
munensuatamu @AIICU nomyckaroTest nuiia, UMEIOIMe HEOOXOAUMBIN ypOBEHb KBaIU(DUKAIMM IS
oOecrieyeHns 3alIUThl KOH(PHUACHIINAILHON HH(OPMAIMK C WCIOJIb30BAaHHEM KOHKPETHOTO BHJA (THIIA)
CK3M1.

14. JIuu, opopmisieMbIx Ha pabOTy B OpraHbl KpUNTOrpapUUECKO 3alIUThI, CIETyEeT 03HAKOMHTD
¢ HacToser MHCTpyKIMen Mo paciucky.

15. O6s3aHHOCTH, BO3/1araeéMbleé Ha COTPYJHUKOB OpraHa KpUIITOrpapuuecKOd 3allMUThl, MOTYT
BBINIOJIHATBHCS IITATHBIMUA COTPYAHUKAMHM WJIM COTPYAHUKAMH JPYTUX CTPYKTYPHBIX MOJpa3JeieHUM,
IIPUBJIEKAEMBIMH K TaKOM pabOTe 110 COBMECTUTENBCTBY.

16. Ilpu ompeneneHun 0OS3aHHOCTEH COTPYIHUKOB OPraHOB KPUNTOrpapUuecKoll 3amluThl
muneH3uatel @AIICU 1oyKkHBI YYUTHIBATh, UYTO O€30MACHOCTh XpaHEHUs, 0OpabOTKHM M Tepeadyd Io
KaHajaMm cBsi3u ¢ ucnonb3zoBanrneM CK3U konduneHmanbHol HHGoOpMaAIH 00ecTIeYnBaeTCs:

coOnroieHreM COTpYJIHUKaMU OpraHoB KpUnrorpauaeckoi 3aIIUTHI pexuma
KOH(UICHIIMATFHOCTU TPU OOpAIlEHUN CO CBEICHUSMHU, KOTOPhIE UM JOBEPEHBI WIIM CTAld U3BECTHBI O
pabote, B TOM YHCIE CO CBEICHUSIMH O (YHKIIMOHUPOBAHWUU U TOPSIKE obOecreueHusi 0e30MacHOCTH
npuMmeHseMbix CK3U u KitoueBbIX JOKYMEHTaX K HUM;

TOYHBIM BBITIOJTHEHUEM COTPYAHUKAMH OPraHOB KpUNTOrpaduyecKod 3amuThl TpeOOBaHMMA K
obecrnieueHnI0 0€30MacHOCTH KOH(UACHIINATBLHONU HHOpMAIUY;

HAJeKHBIM  XpaHEHHWEM COTpPYJIHUKaMHM oOpraHoB kpumnrorpapudeckoi 3amutel CK3U,
SKCIUTyaTallMOHHOM W TEXHUYECKOW JOKYMEHTAllMM K HUM, KIIOYEBBIX JIOKYMEHTOB, HOCUTENEH
KOH(pHUAeHIIMAIbHON HH(}OpMaIuu;

CBOCBPEMEHHBIM BBISBICHHEM COTPYJIHHKAMH OPTaHOB KPHUMNTOrpadUyecKoil 3allUThl MOMBITOK
MOCTOPOHHUX JIMI[ TOJYYUTh CBEIEHUS O 3alMIlaeMoi KoH(UIeHIMaIbHON HHpOpMaHH, 00
ucnonb3zyeMbix CK3U unu ki1t049eBbIX JOKYMEHTAX K HUM;

HEMEJJICHHBIM TPUHATHEM COTPYJHUKAMH OPTaHOB KPUNTOTPAPUIECKON 3alUTBI Mep IO
NPEeIyNpPexKJACHAI0 pPa3TIAlleHUs] 3allUIIaeMbIX CBEICHUH KOH(UIEHIIMATLHOTO XapakTepa, a TaKxke
BO3MOXKHOM YTEUKHM TaKUX CBEJCHHI MpH BBISBIEHUU (akToB yTparhl uiu Hepoctaun CK3U, kiroueBbix
JOKYMEHTOB K HHUM, YJOCTOBEPEHHH, NPOMYCKOB, KIIOUEH OT MOMEIIEHUH, XpaHWIUII, Ceidos
(MeTayinyeckux mkadoB), TUYHBIX MTeYaTel U T.1I.

17. O6yueHue U MOBBINIEHUE KBATU(DUKAIINKA COTPYTHUKOB OPraHOB KPUNTOTpahUUECKON 3aIIUTHI
OCYIIECTBIISIIOT OpPTraHM3alluM, HWMEIOLIUE JIUIEH3UI0 Ha BEJECHHE O00pa30BaTENbHOM NEATENBHOCTH IO
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COOTBETCTBYIOIIHUM MTPOrPaMMaM.

18. CorpymHukud opraHa KpUNTOrpauyeckol 3amuThl AOKHBI HMETh pa3pa0OTaHHBIC B
COOTBETCTBUU ¢ HacTosmed MHcTpykumeir u yrBepxkacHHbIe juiieH3natoM DAIICHU ¢yHKIMOHAIBHbBIE
o0s3arHOCTH. O0BEM M MOPSIOK O3HAKOMIICHUSI COTPYJIHHKOB OPTaHOB KPUNTOTPa()UUECKOMN 3alIUTHI C
KoH(puaeHIMabHON nH(DOpMaIuel onpenenseTcs odaaaaTeieM KOHPUISHITUATLHON HH(POPMAIIHH.

OO0s13aHHOCTH MEXIYy COTPYJHUKaMH OpraHa KpHUNTOTpaguyecKod 3alluThl JOJDKHBI OBITH
pacrpeneneHbl ¢ y4eToM IE€pCOHAJIbHOM OTBETCTBEHHOCTH 3a coxpaHHocTh CK3U, xirodeBoi
JIOKYMEHTAIIMU ¥ IOKYMEHTOB, a TAKXKE 32 TOPYyYCHHBIC YIaCTKH PaOOTHI.

19. ®usnyeckue nuna gomnyckarTcs Kk padore ¢ CK3U cornacHo nepeunto nosbs3opatenein CK3U,
YTBEP)KJaEMOMY COOTBETCTBYIOIIMM oOnajgareneM KoHGHUAeHIHanbHOH wuHpopMammu. Jlo Takoro
YTBEPKACHUSI TEXHUYECKash BO3MOXHOCTh wucrnonb3oBanuss CK3UW nunamu, BKIIOYEHHBIMH B JAaHHBIN
nepeyeHb, TOJKHA ObITh cornacoBana ¢ ymiensunarom OATICH.

Jlunensumater DAIICHM B paMkax COIVIACOBAaHHBIX C OOJIamaTensiMd  KOH(HICHIIMATLHON
uH(GOpPMAIIUK TTOJTHOMOYHUH MO JOCTYNy K KOH(UISHIMAILHON WH(POPMAIMU UMEIOT TMPaBO YTBEPKIAThH
TaKOH NepedyeHb B OTHOLICHUH MOAYNHEHHBIX UM JOJKHOCTHBIX JIMLI.

20. [Tonp3oBarenu CK3U o6s3anbI:

HE pasrjamars KOHGUACHIHAIbHYI0O HH(OpPMAalHIO, K KOTOPOH OHHU JOIYIIEHBI, pyOexH ee
3aIIUTHI, B TOM YKCJIE CBEACHUS O KPUIITOKITIOYAX;

cobmomate TpeOoBaHMS K 0O€CIeUeHHUIO O€30MacCHOCTH KOH(PHUIACHIMAIBHOW WHMOpMAIUU ¢
ncnons3oBanneM CK3HU;

coo0Imare B OpraH KpUNTOrpaHUuecKod 3allUThl O CTABIIMX KM M3BECTHBIMU TOMBITKAX
MOCTOPOHHUX JIUIL TOJIYYUTh CBeAeHUs 00 nucnonb3yeMbix CK3U mmm Kito4ueBbIX TOKYMEHTAX K HUM;

caate CK3U, skcrutyaTalliOHHYIO U TEXHUYECKYIO TOKYMEHTALUIO K HUM, KIIFOUEBbIe JOKYMEHTBI
B COOTBETCTBHHM C TMOPSAKOM, YCTAHOBJCHHBIM HacTosimer WHCTpykiuuend, npu YBOJBHEHHUU WA
OTCTPaHEHHH OT UCIIOJIHEHUS 00S3aHHOCTEH, CBA3aHHBIX ¢ ucnoib3oBanueM CK3U;

HEME/JICHHO YBEIOMIIATH OPTaH KPHUITOTpadUvecKOl 3alMThl 0 (akTax yTpaThl WIA HEIOCTAYU
CK3U, ki1ro4eBbIX TOKYMEHTOB K HUM, KIIFOUEH OT MOMEIIEHUN, XPaHWINILL, JIMYHBIX MeYaTeld U 0 APyrux
dakrax, KOTOpPhIE MOTYT NIPHBECTH K PA3TJAIICHUIO 3alIUIIAEMbIX CBEICHUN KOHQPHUICHIIUATHHOTO
XapakTepa, a TAaKXKe O MPUUMHAX U YCIOBUSX BO3MOKHON YTEUKU TaKUX CBEJICHUU.

21. Hemnocpeacrsenno k pabore ¢ CK3M mnonp3oBaTeny AOMYyCKAalOTCS TOJBKO IOCIIE
COOTBETCTBYIOIIETO OOYUECHHUS.

OOyuenune mnoab3oBaTesnelt mnpaBuwiam pabdotel ¢ CK3M  ocylecTBISIIOT — COTPYIHUKH
COOTBETCTBYIOIIIETO OpraHa Kpuntorpaduyeckoi 3amwuThl. JOKyMEHTOM, MOATBEPKIAIOIIUM JIOJDKHYIO
CIENUATbHYIO TOJTOTOBKY TOJIb30BaTelIed M BO3MOXHOCTh HX JOIMyCKa K CaMOCTOSATENBbHON pabore ¢
CK3U,  sBnserca  3aKJIOYEHHE,  COCTaBJIEHHOE  KOMHUCCHEW  COOTBETCTBYIOLLEIO  OpraHa
KpUNTOrpaduueckoi 3aMThl HA OCHOBAaHUH MPUHSTHIX OT ATUX JIMI] 3a4€TOB IO MpOrpaMme O0ydeHHS.

I11. Mopsinoxk oopamenusi ¢ CK3U n kpunrokjawyamu K HUM. MeponpusiTisi Ipy KOMIIPOMeTAIlUU
Kpunroxkaroyeit*(10)

22. Ilpeana3HayeHHble 171 oOecriedeHus O€30MaCHOCTH XpaHeHHs, oOpaOoTKM M mepenadyu Io
KaHajaM CBsi3u KoHuaeHuuanbHou uHpopmarmu CK3U, a Tarxke kiroueBble JTOKYMEHTHI K HUM HE
JIOJKHBI COJIEPKATh CBEACHUH, COCTABIISIOIIMX [OCYJaPCTBEHHYIO TalHY .

23. B (enepanbHbIX OpraHax MHCIOJHUTEIBHON BiacTH KitodeBble aokymeHTsl, CK3U ¢
BBEJICHHBIMU KPUIITOKJIIOYAMHU OTHOCATCS K MaTepHalbHBIM HOCHTENSIM, COAEPXKAIIMM CIY>KEeOHYIO
MH(GOpPMaIIMI0 OTPAaHUYEHHOI'0 pacrpocTpaHeHus. I[Ipu 3TOM JOKHBI BBIOJNHATHCA TpPeOOBAHUS
Hactosmel MHCTPYKIMKY ¥ MHBIX JOKYMEHTOB, PETJIAMEHTHUPYIOLIUX TTOPS/I0K 0OpaleHust CO CIyKeOHOM
uH(popMaliell OrpaHHYeHHOT0 paclpocTpaHeHusl B (peiepalibHbIX OpraHax UCIOIHUTEIbHOW BIACTH.

WNubpiM  oOnanaTensiM KOHGHUAEGHIHAIbHOH HHGOpMAUM TpH OOpaIleHUHd C KIIOYEBBIMU
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nokymentamu, CK3U ¢ BBeIEHHBIMH KPHUNTOKIIOYaAMU HEOOXOJIWMO PYKOBOJCTBOBATHCS HACTOSIIEH
HNuctpykuuei.

24. Jlna opraHuM3auuMud U obOecriedeHus O€30MaCHOCTH XpaHEHMs, OOpabOTKM U Iepeladyd I0
KaHaJllaM CBsI3M KoH(uAeHuuanbHo wuHpopManmu cuenyer wucnonb3zoBate CK3U, mno3pomstomue
peann30BaTh NPUHIMI a0OHEHTCKOIo IMHU(POBaHUS U MPEAyCMATPUBAIOIIME 3alMCh KPHUITOKIIOYEH Ha
QJIEKTPOHHBIE KJIIOUEBBIE HOCUTEIM MHOTOKPAaTHOIO (JOJITOBPEMEHHOIO) HCIOJIb30BaHUS (JAUCKETHI,
koMmakT-aucku (CD-ROM), Data Key, Smart Card, Touch Memory u T.11.).

25. Ilpu HEeoOXOAMMOCTH MEpeAayd MO TEXHUYECKUM CPEJCTBAM CBSI3U CITY>KEOHBIX COOOILEHHIA,
KacarolluXcsl OpraHu3anuy 1 odecrneyeHns 0e30MacHOCTH XpaHeHMsl, 00pabOTKH U Mepeaydu Mo KaHajlaM
cBsiz3u ¢ wucnonb3oBanueM CK3U koHuueHIMaabHOH WHGOpPMAIMK, COOTBETCTBYIOIIME YKa3aHUS
HeoOxoaumo mniepenaBath, Toibko mpumeHsis CK3UM. Ilepemaua mo TEXHHYECKHM CpEACTBaM CBSI3U
KPUNTOKJIIOUEH HE JOIyCKAeTCs, 3a MCKIYEHHEM CIHEIUAJIbHO OpPraHU30BaHHBIX CHUCTEM C
JICLIEHTPAIM30BAHHBIM CHA0)KEHHUEM KPUITOKIIOYaMHU.

26. Ucnonb3yemble unu xpanumble CK3M, skcmuryaralnoHHasi U TEXHUYECKasl TOKyMEHTalus K
HUM, KIIOYEBbIE OKYMEHTHl MOJIEXKAT IOIK3EMIUIIPHOMY Yy4eTy IO YCTAHOBJIEHHBIM (opMaM B
cootBeTcTBUU ¢ TpeboBanusimu [lonoxenus [1K3-99. Ilpu stom mnporpammueie CK3UW  nomxHb
YUHTBHIBAaTbCSI COBMECTHO C allllapaTHBIMM CPEACTBAMHM, C KOTOPBIMHU OCYIIECTBIIAETCA MX ILITATHOE
¢ynkumonupoBanue. Ecnm anmapatHsie wim  anmapatHo-niporpammubie  CK3UM  mopkmrodaroTcss K
CHUCTEMHOH IIMHE WIM K OJHOMY M3 BHYTPEHHUX MHTepQeicoB ammapaTHbIX cpeacTB, To Takue CK3U
YUUTBHIBAIOTCS TAKXKE COBMECTHO C COOTBETCTBYIOIIMMU alllapaTHbIMU CPEJICTBAMHU.

EnvHuneld MO3K3EMIUIIPHOTO yuyeTa KIIOYEBBIX JOKYMEHTOB CYMTAETCS KIIIOUEBOM HOCHUTEINb
MHOTOKPAaTHOI'O MCIIOJb30BaHMsl, KIOueBOM OsIokHOT. EciM oIMH M TOT K€ KIIIOYEBOM HOCHUTEIb
MHOTOKPAaTHO HCIOJIB3YIOT JUIsl 3allUCU KPUIITOKJIIOYEH, TO €ro KaXKIbld pa3 CIEAyeT PEruCTpUpOBATh
OTJIENbHO.

Kypnans! noskzemisipaoro yyera CK3U, skcrulyaTallMOHHOW M TEXHUYECKON JOKYMEHTAllUU K
HUM, KJIIOYEBBIX AOKYMEHTOB (Tmpmiiokenus 1, 2 k MHCTpyKumM) BeayT OpraHbl KpHNTorpadudeckoi
3alUThI U 001aaTeny KOHGUASHIMATbHON HH)OpMAIIH.

27. Bce mnosyueHHble oOnamareneM KOH(HIEHIHManbHOH wuHpopMarun sk3emmusipel CK3U,
9KCIUTYaTallHOHHOW M TEXHUYECKOM JIOKYMEHTAalluh K HUM, KIIOYEBBIX JIOKYMEHTOB JOJDKHBI OBITh
BBIJIaHbI IOJ1 PACIIKUCKY B COOTBETCTBYIOIIEM KypHalle MO3K3EMIUIIpHOro yuyera nosb3oBarensim CK3U,
HECYIIIUM NEPCOHAIBHYIO OTBETCTBEHHOCTD 33 UX COXPAaHHOCTb.

Opransl Kpunrorpapuueckoi 3aluThl 3aBOJSAT U BelyT Ha Kaxkaoro nonb3osarens CK3U nunesoit
CY4eT, B KOTOPOM pErucTpupyror uncismmecs 3a HUM CK3H, skcIlyaTallMOHHYI0O M TEXHUYECKYIO
JIOKYMEHTAIMIO K HUM, KJTFOUYEBbIE IOKYMEHTBHI.

28. Ecmu »3kcmyaTallMOHHOM M TexHudeckod nokyMeHtauued k CK3U npemgycmorpeno
IPUMEHEHHUE PA30BbIX KJIFOUEBBIX HOCHUTENEH WM KPUIITOKIIOYM BBOAST M XpaHAT (Ha BEChb CPOK HX
neiicteus) HenocpeacTseHHO B CK3U, To Takoil pa3oBblii KIOYEBOW HOCUTENb WJIM JIEKTPOHHAS 3aIUCh
COOTBETCTBYIOILIETO KPUIITOKIIOYA JOJIKHBI PETUCTPUPOBATHCS B TEXHUYECKOM (almapaTHOM) KypHaie
(mpunokenue 3 k MHCTpyKIuM), BeAyIieMcs: HenocpeacTBeHHo nonb3oBatesieM CK3U. B texHuueckom
(ammapaTHOM) >KypHajJe OTpakaroT Takxke gaHHbie 00 oskcruryatanun CK3UW u npyrue cBeneHus,
IIPEyCMOTPEHHBIE DKCIUTYaTallMOHHON M TEXHUYECKOW JOKyMEHTanued. B MHBIX ciydasX TeXHUYECKHUU
(ammapatseiit) xypHanm Ha CK3UW He 3aBoamTcst (ecny HET NPSIMBIX YKa3aHWM O €ro BEJICHUH B
9KCIITyaTallMOHHOM WJIM TeXHU4Yeckor fJokyMmeHTanuu k CK31).

29. Ilepemaua CK3MU, sKkcrulyaTallMOHHOM W TEXHUYECKOW TOKYMEHTAllMH K HHUM, KIFOUYEBBIX
JIOKYMEHTOB JIOITyCKaeTcsi TOJMbKO Mexay mnonb3oBatenssMu CK3W wu (wnm) coTpyaHMKaMu opraHa
KpunTorpauueckoil 3aiuThl MOJl PaclHUCKy B COOTBETCTBYIOLIMX JKypHalaX MO3K3EMIUISIPHOTO yyeTa.
Takass mepemaua Mexnay nosb3oBaremsiMu CK3U gomkHa OBITH CAaHKIMOHHMPOBAHA COOTBETCTBYIOLIUM
OpraHoOM KpUNTOrpapuyuecKoil 3auThI.

Ob6nanarens KOHGHUACHIMATLHON MHPOPMALIUU C COTJIACHs OpraHa KpUNTOrpa(uyecKoi 3aIuThl
MoxkeT pazpemints nepepauy CK3UW, nokymeHTanuu K HHUM, KIIIOYEBBIX JOKYMEHTOB MEXAY
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nonymeHHbiMd K CK3U numamu mo aktam 0e3 00s3aTelIbHOM OTMETKH B KypHAJIe MOAK3EMILIIPHOTO
ydera.

30. ITomw3zoBatenu CK3U xpanar uncramumpyromme CK3W HOcUTenH, SKCIUTyaTallMOHHYIO U
TeXHUYecKylo aokymeHtanmuio k CK3M, kiroueBble JOKYMEHTHI B IKadax (SIIMKax, XpaHMIUINAX)
VHAUBHUIYAIbHOTO MOJIB30BAaHUS B YCIOBUSX, UCKITIOYAIOIINX OECKOHTPOIBHBIN JOCTYM K HUM, a TAaKXKe UX
HEIPEeJHAMEPEHHOE YHUUTOKEHNUE.

[Tomp3oBarenu CK3U npexycMaTpuBarOT TakXke pasieibHOE 0€30MacHOe XpaHEHHUE JEHCTBYIOMNX
U PE3EPBHBIX KJIKOYEBBIX JOKYMEHTOB, NPEAHA3HAUEHHBIX Ul IPUMEHEHHUS B CIy4yae KOMIPOMETALUU
JIEUCTBYIOIIUX KPUITOKITIOUECH.

31. AnnmapatHble CpeaCcTBa, ¢ KOTOPBIMH OCYIIECTBIIsIeTCs mrTaTtHoe ¢pyHkunonupoanue CK3U, a
TakkKe amnmapatHele W anmapaTHo-miporpamMuble CK3UW  momxHbl OBITH 000pYIOBaHBI CpelCTBAMU
KOHTPOJISI 32 MX BCKPBITHEM (OIEYaTaHbl, OTUIOMOMPOBaHbI). MecTo omnedarbiBaHUS (OIUIOMOMPOBAHUS)
CK3MH, anmapaTHBIX CPEICTB JOJIKHO OBITH TAKUM, YTOOBI €r0 MOKHO OBLIIO BU3YaIbHO KOHTPOJIUPOBATH.
[Ipn Hanuumum TEXHUYECKONM BO3MOYKHOCTH Ha Bpemsl OoTcyTcTBUs mnosib3oBaTeneil CK3U ykazanHble
CpelCTBa HEOOXOAMMO OTKJIIOYATh OT JIMHHUU CBA3H U yOUPATh B ONEYaThIBAEMbIEe XPAHUIIHIIA.

32. CK3U wu xiro4eBble JTOKYMEHTBI MOTYT JIOCTaBISThCA (Pesbaberepckoil (B TOM YHCIIE
BEJIOMCTBEHHOI1) CBSA3BIO WIN CO CHEIHUAIBHO BBIACIEHHBIMU HAPOYHBIMU M3 YMCIIA COTPYIHUKOB OpraHa
kpunrorpadguueckor 3ammThl wian nosnb3oBateneil CK3U, mis KOTOpBIX OHHM IpenHa3HAYeHBI, IPH
COOIOCHUH Mep, UCKITIOYAIOIINX OECKOHTPOIBHBIN JOCTYN K HUM BO BPEMSI JOCTABKH.

DKCIUlyaTallUOHHYIO U TeXHUUYeCcKyto gokyMeHTaluo kK CK3U MoxHO nepechliaTh 3aKa3HbIMU WIIN
LEHHBIMU TIOYTOBBIMU OTIIPABIICHUSMH.

33. Hna mnepecvuiku CK3U itoueBble JOKYMEHTBHI JOJDKHBI OBITH TOMEIIEHBI B IPOYHYIO
YIaKOBKY, HCKJIIOYAIONIYI0 BO3MOXXHOCTh UX (PU3UYECKOTO MOBPEXKIECHUS W BHEUIHETO BO3ICHCTBUS, B
O0COOEHHOCTH Ha 3alMCaHHylo KitoueByro uHpopmanuio. CK3U nepecbuialoT OTAENBHO OT KIIHOYEBBIX
JOKYMEHTOB K HUM. Ha ymakoBkax yka3bIBalOT OpraH KpUNTOrpaduyeckoil 3aliuThl WU IMOJIb30BATENd
CK3H, nns KOTOpBIX 3TU YNAaKOBKHM NpeaHasHaueHbl. Ha ymakoBkax ans noiab3oBatens CK3U nenator
nometky "JIuuHO". VYMakoBKM ONEUYaThIBAIOT TakuM o00pa3oM, uTOOBI HCKIIOYaIach BO3MOXKHOCTb
U3BJICUEHUS] U3 HUX COJEPKUMOro 0e3 HapylIeHHs YIIaKOBOK U OTTUCKOB II€YaTH.

OdopmileHHYI0 TakuM 00pa3oM YINaKOBKY, NMPH MPEAbABICHUN (ENbICBA3bIO JOMOJHUTEIbHBIX
TpeOOBaHUI, NOMENIAIOT BO BHEUIHIOI YIMAKOBKY, OG(OPMIEHHYIO COIJIaCHO MPEAbSBISIEMbIM
TpeboBaHusAM. Jl0 NepBOHAYaIbHOM BBICBUIKM (MJIM BO3BpAIllEHUs) aapecaTy COOOLIAIOT OTENbHBIM
MUCHbMOM ONMCAHME BHICHIJIAEMBIX €My YIIAaKOBOK U II€4aTel, KOTOPHIMU OHU MOTYT OBITh Ol€YaTaHbl.

34. Ins nepecbuiku CK3U, skcrutyaTalluOHHON U TEXHUUYECKOW JOKYMEHTALIMM K HUM, KIFOYEBBIX
JIOKYMEHTOB CJIEIyeT MOATOTOBUTH CONPOBOAUTENBHOE MHUCHMO, B KOTOPOM HEOOXOJAMMO yKa3aTh, 4TO
IIOCBUIAETCS M B KAaKOM KOJIMYECTBE, YYETHBIE HOMEpA W3JEIMM WIM JIOKyMEHTOB, a TaKke, IpH
HEOOXOJUMOCTH,  Ha3HAY€HWE W  TOPSAOK  HCIIOJIB30BAHMS  BBICBIJIAEMOIO  OTIPABICHHUS.
ConpoBoAUTENBHOE MMCHMO BKJIAIBIBAIOT B OJJHY U3 YIAKOBOK.

35. IlonyuyeHHbIE yIaKOBKH BCKPBIBAIOT TOJIBKO B OPraHe KPUNITOrpaprUecKON 3alIUThl WM JTUYHO
nosbe3oBareny CK3U, ams KOTOpBIX OHM NpeJHa3Ha4YeHbl. Eciu conep:KuMoe MOJyYeHHOW YNaKOBKH HE
COOTBETCTBYET YKa3aHHOMY B COIPOBOJMUTEJILHOM MHCbME WUJIM CaMa YNaKOBKA U IE€YaTh - UX OMUCAHUIO
(OTTHCKY), a TaKXK€e €CJIM yIaKOBKa IMOBPEX/IE€HA, B pe3yJIbTaTe yero oopazoBascsi CBOOOJHBIN JOCTYH K €€
COJIEP’)KUMOMY, TO MOITy4aTellb COCTABISAET aKT, KOTOPBIA BBICHIJIAET OTIPABUTENIO, & TPU HEOOXOAUMOCTH
UHPOPMHpPYET 00 3TOM COOTBETCTBYIOIIMNA OpraH Kpuntorpadpuueckoi 3ammurel. [lonyueHHbIE ¢ TaKUMHU
otnpaBieHusiMu CK3U u kiroveBbie JOKYMEHTHl O TMOJYYEHUS yKa3aHW OT OTIPABUTENS M OpraHa
KpUNTorpadguyeckoi 3amuThl IPUMEHITh HE pa3perniaercs.

36. Ilpu oOHapyXeHMH OpaKOBaHHBIX KIIOYEBBIX JOKYMEHTOB WM KPUIITOKIIOUEH OJUH
9K3eMIUISIp OpPaKOBAaHHOTO M3JENUs CIEeAyeT BO3BPATUTh M3TOTOBHUTENIO Yepe3 COOTBETCTBYIOIIUN OpraH
KpunTorpaguueckoil 3amuThl 8 YCTAaHOBJIEHHUS MPUYMH MPOUCHIENNIETO W HX YCTpPAaHEHHUS B
JAJIBHENIIEM, a OCTaBIIMECS SK3EMIULIPbl XPAaHUTh O IOCTYIUIEHUS JONOJHUTEIbHBIX YKa3aHUH OT
opraHa Kpunrorpapuueckoi 3aiuThl WM U3TOTOBUTEIIS.
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37. Jluuensmar ®AIICHU, nmonmycTtuBIMii Opak MpH W3TOTOBJIICHHH KIIIOUEBBIX JTOKYMEHTOB, C
LENbI0 BBIABICHUA TPHYMH CiyduBHierocs Moxer oOpatutbes B DPAIICU ans mpoBeneHuss Ha
JIOTOBOPHOM OCHOBE KCIIEPTU3bI OPAKOBAHHBIX KITFOUEBBIX JOKYMEHTOB.

38. Ilomyuenne CK3MU, skcrmyaTallMOHHOW M TEXHUYECKOW JOKYMEHTAIIMU K HUM, KIHOUYEBBIX
JOKYMEHTOB JIOJKHO OBITh IMOATBEPKACHO OTIPABUTENIIO B COOTBETCTBUHU C MOPSAKOM, YKa3aHHBIM B
COIIPOBOIUTENFHOM mMHcbMe. OTnpaBuTens 00s3aH KOHTPOJIMPOBATH JIOCTABKY CBOHMX OTIPABICHUIN
angpecaraMm. Eciam oT agpecara CBOEBPEMEHHO HE MOCTYIIMJIO COOTBETCTBYIOLIEIO IMOATBEPKIACHUSA, TO
OTIIPABUTENb JOJDKEH HANpPaBUTh €My 3alpoc M MPHUHATb MEpbl K YTOYHEHUI0 MECTOHAXOXKICHUS
OTIPaBIICHUI.

39. 3aka3 Ha U3rOTOBJICHUE OUYEPEAHBIX KIHOYEBBIX JOKYMEHTOB, UX U3TOTOBJIEHUE U PACCBHUIKY Ha
MECTa MCHOJIb30BaHUsl JJIi CBOEBPEMEHHOM 3aMEHbl JEHCTBYIOIIMX KIIFOUYEBBIX JOKYMEHTOB CIIEIYET
NPOM3BOIUTH 3a0JaroBpeMEHHO. YKa3aHHWE O BBOJAE B JCHCTBHE OYEPEAHBIX KIIOYEBHIX IOKYMEHTOB
MOJKET OBITh JIaHO TOJIBKO I1OCJIE MOCTYIJICHUS B OpTaH KpUNTOTrpaduyecKol 3alUThl MOATBEPKICHUN OT
BCEX 3aMHTepecoBaHHbIX nosib3oBareneii CK3U o nomyueHun umMu o4epeHbIX KIFOUEBbIX JOKYMEHTOB.

40. Paccpuika usrotaBiuBaeMbix DAIICH kit0YeBBIX JOKYMEHTOB MM HMCXOAHOM KIIHOUEBOM
uH(poOpMali HAa MECTa HCIHOJb30BAaHUS MOXET IPOU3BOJIUTHCSA  (erepalbHBIMM  OpraHaMu
MPAaBUTENBCTBEHHOW CBsi3u M HHPopMmaruu. Takas pacchlUlka OCYIIECTBISETCS MO 3asBKaM oOpraHa
KpUNTOrpapuuecKor 3alMThl WM 3asBKaM KOOPAMHHPYIOIIETO OpraHa KpUOTOrpadUYecKO 3amluThl
(Tpu ero HaTM4KMK) Ha IOTOBOPHOM OCHOBE.

41. Heucrnonb30BaHHbIE WJIM BBIBEJICHHBIE M3 JCHCTBUS KIIIOUEBLIE JIOKYMEHTBI IOJJIEXKAT
BO3BpAIICHUIO B OpraH KpUntorpahuieckon 3aiiuThl WK MO €ro YKa3aHUIO JOJDKHBI ObITh YHUUYTOXKEHBI
Ha MecTe.

42. YHUYTOXKEHHE KPUNTOKIIOUYEH (MCXOMHOM KIII0YeBOW HH(POPMAIMH) MOXKET MPOU3BOIUTHCS
nyTeM (QHU3MYECKOTr0 YHHUYTOKEHHUS KIIOYEBOTO HOCHTENsl, HA KOTOPOM OHH PACIIOJIOKEHBI, WM ITyTeM
CTUpaHus (pa3pylLIeHHs) KPUNTOKIIOYeH (MCXOOHOW KiroueBod uHMopmanuu) 03 MOBPEeKICHUS
KJIFOUEBOr0 HOCUTENS (17151 o0ecrieueHus: BO3MOKHOCTH €r0 MHOTOKPAaTHOI'O MCIIOJIb30BaHU).

KpunToximoun (MCXOAHYIO KIHOYEBYI0 MH(GOPMAIMIO) CTUPAIOT MO TEXHOJOTHUH, MPHUHITON IS
COOTBETCTBYIOIIMX KJIIOYEBBIX HOCHUTENIEH MHOIOKPAaTHOTO MCIIOJIb30BaHMS (JUCKET, KOMIIAKT-IHUCKOB
(CD-ROM), Data Key, Smart Card, Touch Memory u T.1n1.). HenocpencrBennble AeHCTBUS 10 CTUPAHUIO
KPUNTOKIIIOUEH (MCXOTHOW KIII0UeBOM MH(pOpMaIlnN), a TaK)Ke BO3MOKHbIE OTPaHUYEHUs Ha JaJbHENIIee
IPUMEHEHHE COOTBETCTBYIOIIMX  KIIIOUEBBIX  HOCUTEJIEH  MHOIOKPATHOIO UCIIOJIb30BaHUS
pernaMeHTHPYIOTCS KCITyaTalliOHHON UM TeXHUYECKOM NokyMmeHTauuel k coorBercTByromuM CK3U, a
TaKXKe YyKa3aHWsAMHM OpraHU3allM, NPOM3BOJIMUBINEH 3alHMCh KPHUITOKIIOUEH (MCXOJHON KIIIOUEeBOH
uH(pOopMaIum).

KnroueBble HOCHUTENM YHHUYTOXKAIOT IIyTEM HAHECEHHs UM HEYCTPaHUMOro (hu3nyeckoro
MOBPEXKICHUSI, UCKIIOYAIOMIEr0 BO3MOKHOCTh X HMCIOJIB30BAaHUS, & TAKKE€ BOCCTAHOBJICHHUS KIIFOUEBOU
uHpopmauuu. HenocpeacTBeHHble ASHCTBUS 10 YHUUTOXKEHUIO KOHKPETHOTO THIA KIFOUYEBOTO HOCUTENS
pernaMeHTHPYIOTCS KCITyaTalliOHHON UM TeXHUYECKOM NokyMmeHTauuel k coorBercTByromuM CK3U, a
TaKXKe YyKa3aHWsAMM OpraHu3allM, MPOU3BOJMBILEH 3amuch KPUITOKIOYEH (MCXOAHON KIIIOYEeBOM
uH(pOopMaIum).

bymakHbple M TpoYME CropaeMble KIIIOUEBbIE HOCHUTEIM, a TaKKe OKCIUTyaTallUOHHAas U
texHuueckas aokymeHTauuss k CK3W yHuyTOXKaroTCS MyTeM CHXKUTaHUS WM C TOMOIIbIO JHOOBIX
Oymarope3aTesbHbIX MaIIHH.

43. CK3U1 yanuToxaroT (yTHIN3UPYIOT) B COOTBETCTBUU ¢ TpeboBaHusiMu [lonoxenns [1K3-99 no
peweHnio obusagarenss KoHpuaeHuuanbHoi uHpopmarmu, Braaetomero CK3U, u mo cormacoBanuio ¢
munensunarom OAIICH.

Hameuennsle k yanuroxxenuto (yrunmzanun) CK3U nouiexar U3bATHIO U3 alllapaTHBIX CPEICTB,
¢ KoTopbiMH OHU QyHKIMOHUpoBaiH. [Ipu satom CK3U cuntaroTcss M3bATHIMH U3 alapaTHBIX CPEICTB,
€CJIH HCIIOJIHEHA NPEIyCMOTPEHHas OKCIUIyaTallMOHHOM M TexHu4eckod nokyMmeHTtamuedl k CK3U
nporenypa ynaiaeHuss mnporpammHoro obecnedeHuss CK3W uW OHM TOMHOCTBIO OTCOEIWHEHBI OT
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anmapaTHbIX CPEJICTB.

44. Tlpuroansle U JabHEHIIEr0 MCIIOJIB30BAaHMS Y376l M JIETAJIM alllapaTHBIX CPEACTB OOIIEro
Ha3HA4YeHMs, HE TMpeJAHAa3HAUEHHBbIC CHEIHATbHO JUIS anmapaTHOM pealu3alud KpUOTOrpaduyecKux
anroputMoB wiu uHbIX (yHkouit CK3UM, a Taxke coBmectHo pabortatomiee ¢ CK3U obopynoBanue
(MOHUTOpBI, IPUHTEPHI, CKAHEPHI, KIaBHATypa U T.II.) pa3peliaeTcsl UCIOJIb30BaTh MOCIE YHUUTOXKECHUS
CK3U 6e3 orpannyenuii. [Ipu sTom mH(bOpMaIus, KOTOpask MOXKET OCTaBaThCsl B YCTPOMCTBAX MaMSTH
obopyoBaHus (HalpuMep, B MPUHTEPaAX, CKaHepax ), J0/HKHA ObITh HAJIEKHO yIaIeHa (CTepTa).

45. KiiroueBble IOKyMEHTHI JOJDKHBI ObITh YHUUTOXKEHBI B CPOKH, YKa3aHHbBIE B AKCILUIyaTallMOHHOMN
Y TEXHUYECKOH JOoKyMeHTaluu K coorBeTcTBYonmMM CK3U. Eciu cpok YHUUTOXKEHHS IKCIUTYaTal[MOHHOMN
U TEXHHYECKOH JOKYMEHTAIMEH HE YCTAaHOBJIEH, TO KIIFOUEBBIC JTOKYMEHTHI JOJDKHBI OBITh YHHUYTOKEHBI
He no3aHee 10 cyTok mocie BhIBOAA UX M3 ACUCTBUS (OKOHYAHUS CpoKa AeicTBUs). DaKT YHUUTOKECHUS
oopmisieTcss B COOTBETCTBYIONIUX KypHaJlaX MOAK3EMIUIIPHOTO yueTa. B 3TH ke CpOKM ¢ OTMETKOH B
TEXHUYECKOM (ammapaTHOM) >KypHaje MOAJEeKAaT YHUUYTOKEHHUIO pa3OBble KIIOUEBbIE HOCHUTEIHM U paHee
BBeneHHas v xpansmasics B CK3U win UHBIX JTONOJHUTEIBHBIX YCTPOMCTBAX KIIOUeBask MH(MOpMaIus,
COOTBETCTBYIOIIAas BBIBEICHHBIM M3 JCHCTBHUS KPUNTOKIIOYAM; XpaHSAIIUMEcs B Kpunrorpapudecku
3alIUIIEHHOM BHJIE JaHHBIE CIIelyeT nepemn(poBaTh Ha HOBBIX KPUIITOKITIOYAX.

46. Pa3zoBble KIIOYEBBIC HOCHUTEIM, a TaK)Ke JJIEKTPOHHBIC 3aMUCH KIIOYEeBOM HH(pOpMaIuwy,
COOTBETCTBYIOILIEH BBIBEJIEHHBIM W3 JEHCTBUS KpunTokirouaM, HenocpeactBeHHO B CK3UW wnm unbIX
JIOTIOJIHUTEIBHBIX YCTPOMCTBAX YHHUUTOXaroTcs noisb3oBaTensiMu 3tux CK3UM camocrositenbHO mof
PacHuCKy B TEXHUUECKOM (aIrapaTHOM) KypHaJe.

KiroueBbie JAOKyMEHTBI yHHUTOXatoTcs Jnb6o monb3oBarensimu CK3U, nubo cotpyanukamu
opraHa KpunTorpaguueckod 3alMThl M0J PacCHUCKy B COOTBETCTBYIOIIMX JKypHajaX MO3K3EMIUIIPHOTO
y4era, a YHHUTOKEeHHE OOJBIIOr0 00beMa KITIOYEBBIX JTOKYMEHTOB MOKET ObITh odopmiieHo akToM. [Ipu
sToM nosb3oBarensiM CK3U paspemraercs yHUUTOXKATh TOJIBKO HCIOJNIb30BAaHHBIE HEMOCPEACTBEHHO UMU
(mpeanasHaueHHble I HUX) Kpuntokitoud. llocne ynuutoxenus mnonwszoBatenun CK3U  pomkHbl
YBEIOMUTEL 00 3TOM (TenedoHOrpaMMOi, YCTHBIM COOOIIEHHEM 10 Tene(OoHy | T.I.) COOTBETCTBYIOIIUH
OpraH KpUNTOrpaduyeckoi 3aluThl JUIsi CIIHUCAHUS YHUYTOXKEHHBIX JTOKYMEHTOB C UX JIMIIEBBIX CUYETOB.
He pexe onnoro pasza B rox nosib3oBarenu CK3U nomkHbl HanpaBisTh B OpraH KpunTorpaduueckoit
3alIUThl MUCbMEHHBIE OTYETHl 00 YHMUYTOXKEHHBIX KITFOUEBBIX MOKyMeHTax. OpraH kpuntorpaduueckoit
3alllMThl BIPABE YCTAHABIUBATH MEPUOJTUYHOCTD MIPEACTABICHHS YKa3aHHBIX OTUETOB Yallle OJJHOTO pa3a B
TOJI.

YHUYTOXKEHHE IO aKTy MPOU3BOJUT KOMHUCCHS B COCTaBE HE MEHEE JByX 4YEJIOBEK W3 YHuCia
COTPYJHUKOB OpraHa Kpunrorpaduieckoi 3amuTsl. B akTe yka3bIBaeTCs, YTO YHHYTOXKAETCA U B KaKOM
KoJau4ecTBe. B KOHIlIE akTa [enmaeTcs HTOroBas 3amuch (MUppaMud W MPOMUCHI0) O KOJIMYECTBE
HAaMMEHOBAHMM M SK3EMIUIIPOB YHHMUTOXXKAEMbIX KIIFOUEBBIX JIOKYMEHTOB, HHcTaumpyromux CK3U
HOCHUTEJICH, IKCIUTYaTallMOHHOW M TEXHUYECKOW JOKyMEHTanuu. VcnpaBieHUs B TEKCTE aKTa JIOJKHBI
OBITh OTOBOPEHBI M 3aBEPEHBl MOMAMUCIMH BCEX WJIEHOB KOMHCCUHM, NPUHHUMABIIUX YydYacTHe B
YHUUTOXXEHUU. O MpOBEIEHHOM YHUYTOXEHHM JEJaloTCsi OTMETKM B COOTBETCTBYIOIIMX KYypHallax
MO3K3EMIUISIPHOTO Y4eTa.

47. KpunTokitoud, B OTHOIIEHWU KOTOPBIX BO3HHUKJIO IOJ03PEHHE B KOMIIPOMETALIUU, a TAKXKe
JIeMCTBYIOIIME COBMECTHO C HUMH JIpYTHe KPUITOKIIOUM HEOOXOMMO HEMEJIEHHO BBIBECTH U3 I€HCTBHUS,
€CIIM WHOW TOPAJIOK HE OTOBOPEH B JKCIUTyaTallMOHHOM M TexHuyeckol mokymeHtannn k CK3U. O
BBIBOJIC KPHUITOKIIOUEH W3 AEUCTBUS COOOIIAIOT B COOTBETCTBYIOIIMI OpraH KpHUNTOrpaduyeckoi
3amuTel. B uype3BblYalHBIX ~ ciydasx, KOTJa OTCYTCTBYIOT  KPUNTOKIIOYM  JJI  3aMEHbI
CKOMIIPOMETHUPOBAHHBIX, JOMyckaercs, mo pemeHuto JuueHsnara PAIICH, wucnons3zoBaHue
CKOMIIPOMETHPOBAHHBIX KPUIITOKIIOUEH. B 3TOM ciydae nmepnos UCIonb30BaHUsI CKOMIIPOMETHPOBAHHBIX
KPUTNITOKIIIOUEH JTOJDKEH OBITh MaKCHMaJIbHO KOPOTKUM, a TiepenaBaeMasi HHPOpMaIis Kak MOXXHO MeHee
LIEHHOM.

48. O HapylIeHHsSIX, KOTOPble MOTYT IPUBECTU K KOMIPOMETALMUA KPUNITOKIIIOUEH, UX COCTAaBHBIX
yacTell WM mepefaBaBlIeiics (XpaHsLeics) ¢ UX HCHOJIb30BaHUEM KOH(PHIACHIMAIbHOW HH(OpManuu,

24.01.2020 Cucrema TAPAHT 9/20



Ipuka3z ®ATICH ot 13 urons 2001 r. N 152 "O6 yrBepxnennu MHCTpyKIMu 06 oOpranu3anuy 1 odecrieueHHu 0e301acHOCTH. . .

nosp3oBatenn CK3UW o06s3aHbl cOOOIATh B COOTBETCTBYIOIIMN OpPraH KPUNTOTpa(UUECKOW 3allUThI.
OcMOTp KJIFOUEBBIX HOCHUTEJIEH MHOTOKPaTHOIO MCIIOJIb30BaHMSI IOCTOPOHHUMH JIMIIAMH HE CIEAYET
paccMaTpuBaTh Kak IOJO3PEHHE B KOMIIPOMETAllMM KPHUNTOKIIOUEH, €ClIM IMpH 3TOM HCKIIHYaniach
BO3MOXHOCTh WX KONHMPOBAaHHUS (YUTEHUS, pa3MHOXKEHHs). B ciyuasx HemocTtaud, HENPEIbsBICHUS
KJIFOYEBBIX JIOKYMEHTOB, @ TaK)K€ HEOIPEIECIEHHOCTH MX MECTOHAXOXKICHUS IMPUHHUMAIOTCS CPOYHbIE
MEepHBI K UX PO3BICKY.

49. MeponpusaTtus 0 PO3bICKY U JIOKAJIM3ALUK [TOCIEACTBUI KOMIIPOMETALNN KOH(DUICHIIUATBHOM
uHpopManuy, nepeaaBasiieiics (xpansuieiics) ¢ ucnonb3oBanuem CK3U, opranusyer u OCyIIECTBISET
o0najarenab CKOMIPOMETUPOBAHHON KOH(UACHIIMATIBHOW HHPOPMALIUY.

50. Ilopsmok onosemenus nosb3oBareneit CK3M o mnpeamonaraemoil KOMIIpOMETalluu
KPUITOKIIOUEH M X 3aMEHE YCTaHABJIMBAETCS] COOTBETCTBYIOIUM OPraHOM KPUITOIpaprueCcKON 3alUThI
nn OATICU.

IV. Pazmemienne, ciennajbHoe 000pPy10BaHUE, OXPAHA M OPraHU3ALMS PeKUMA B IOMELEHUSIX, I1e
ycranoBjeHbl CK3U uin xpausitest Kiio4eBble JOKYMEHTbI K HUM

51. Pa3memienue, cnenuanbHoe 000pyJOBaHHE, OXpaHa W OpPraHU3alUsg peXxuMa B MOMEIICHHSX,
rae ycranoBienbl CK3UM wunm xXpaHsTcs KIIOYeBBbIE JTOKYMEHTHI K HUM™(11), momkHBl oOecreynBaTh
COXPaHHOCTh KOH(puAeHnanbHol nHbopMmaruu™(12), CK3U, ki1ro4eBbIX TOKyMEHTOB.

[Ipu oOopyaoBaHWU CHEIIIOMEIIEHU TOJKHBI BBITIOJHATHCS TpPeOOBaHMUS K pa3MEIICHHUIO,
monTaxy CK3MH, a takxke npyroro obopyaoBanus, pyHkiuonupyromero ¢ CK3M.

[lepeunciennple B Hacrosmied WHCTpykmuu TpeOOBaHHS K CIEUIOMEIIEHUSAM MOTYT HE
NPEABSBIATLCS, €CIIM 3TO MPEyCMOTpeHo npasuinamu noias3oBanus CK3U, cornacoBannbiMu ¢ @AIICHU.

52. CreunoMenieHust BBIICISIOT C YI4€TOM Pa3MEepOB KOHTPOJIMPYEMBIX 30H, PErJIaMEHTHPOBAHHBIX
3KCIUTyaTalMOHHOM U TexHudeckoi nokymeHtauuend k CK3U. CrneunomenieHus: 10KHbBI UMETh ITPOYHBIE
BXOJTHBIC JIBEPH C 3aMKaMH, TaPAHTUPYIOIUMHU HAICKHOE 3aKPBITUE CIICIITIOMEIICHUN B Hepabodee BpeMsl.
OkHa creunoMeueHni, paclnoJOKEHHbIX Ha IMEpPBbIX WM IMOCIEAHUX 3TAXKaX 3JaHUM, a TaKXKe OKHa,
HaxOJIAIMECs OKOJIO TIOKAapHBIX JIECTHUII M JPYTUX MECT, OTKyJa BO3MOXXHO IPOHUKHOBEHHE B
CHEIINOMEIICHHUS] MOCTOPOHHUX JIMIl, HEOOXOAUMO O00OpYJIOBaTh METAIMYECKHMMH pPEIIETKAMU, WU
CTaBHSIMHM, WJIM OXPAaHHOW CHUTHaJIM3allUE€d, WIA JAPYTUMH CPEACTBAMH, IMPEMSTCTBYIOIIUMHU
HEKOHTPOJIUPYEMOMY ITPOHUKHOBEHHUIO B CIIELITOMEIICHHUS.

53. Pa3memenue, crneuuagbHOoe O00OpYyJOBaHWE, OXpaHa U OpraHu3alus pexumMa B
CHENIOMEIICHUSIX ~OpPraHOB  KpUMNTOrpaguuecKod 3aluThl  JOJDKHBI  HCKIIOYHUTH  BO3MOXKHOCTH
HEKOHTPOJIUPYEMOTO TPOHUKHOBEHUSI WM MPEObIBAaHUS B HUX MOCTOPOHHUX JIMI, a TAKKE MPOCMOTpa
MOCTOPOHHUMH JIUI[AMU BEAYIIMXCS TaM paboT.

54. PexxuM oxXpaHbl CHELIIOMEUIEHU OpraHoB KpUnTorpaduyeckoi 3aluThl, B TOM YUCIIE paBuia
JIOTTyCKa COTPYTHUKOB U TIOCETUTENel B pabouee U Hepabouee BpeMs, ycraHaBnuBaeT nuiieH3nat ®ATICU
MO0 COTrJIaCOBaHHWIO, TMPHU HEOOXOAMMOCTH, ¢ oOOyamarereM KoH(uIeHIHAIbHOW WH(OpMaIuu, B
MOMEIIEHUSX KOTOPOTO pAacloiaraeTcsi COOTBETCTBYIOUIUI OpraH KpUNTOTpadU4YecKor 3aluThl.
VY cTaHOBIEHHBIN PEXUM OXPaHbl JOJDKEH MPEAyCMAaTPUBATh MEPUOJUYSCKUNA KOHTPOJIb 3a COCTOSHHEM
TEXHUYECKUX CPEJCTB OXpaHbl, €CIIM TAaKOBBIE MMEIOTCS, a TAKXKE YUYUTHIBaTh IOJOKEHHUSI HACTOSLIECH
HNHcTpyKun.

55. JIBepu crienmnomenieHnii OpraHoB KPUOTOrpadUyecKOl 3alUThl JTOMKHBI OBITH TOCTOSHHO
3aKPBITHl HA 3aMOK M MOTYT OTKPBIBATHCS TOJBKO JJISi CAHKIIMOHUPOBAHHOTO MPOXO0Ja COTPYIHUKOB H
nocetutene. Kimoun oT BXOAHBIX JBEpEH HYMEPYIOT, YUMUTHIBAIOT W BBLAAIOT COTPYJIHHUKAM OPraHOB
KpUNTOrpaaecko 3amuThl TOJ PACHUCKy B JKypHaJIe ydera xpaHwmmil. JlyOnwkarel KiIr4er oT
BXOJHBIX JIBEpEH TaKUX CIHEIIOMENICHU CcJeayeT XpaHuTb B ceilje pyKOBOIUTENS OpraHa
Kpunrorpagudeckol  3amuThl.  XpaHeHWE  OyONuMKaTOB  KIIIOYEeW BHE  IMOMEIIEHWHA  OpraHa
KpunTorpagpuueckoil 3auThl He JOMYCKaeTCsl.
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56. Jlns mpemoTBpalieHHs MPOCMOTpa HM3BHE CHEIITOMENICHUH OpraHOB KpUITOTrpaduuecKoi
3aLIUTHI UX OKHA JIOJIKHBI OBITH 3aIIUIICHBI.

57. CpoennoMenieHus OpraHoB KpUOTOrpadUyecKoil 3alluThl, KaKk MpPaBUIIO, JOJKHBI OBITh
OCHAIIIEHBl OXPAaHHOW CHUTHAJHM3AIMeH, CBA3aHHOW CO CIyXkO0O0H OXpaHBl 3[aHUS WIA JEXKYPHBIM IO
opranuzanuu. VcnpaBHOCTh CHUTHANIM3AIMKM TEPUOJUYECKH HEOOXOJUMO TMPOBEPATH PYKOBOIUTEIIO
opraHa KpunTorpau4ecko 3alMThl WIA 10 €ro MOPYYEHHUIO JAPYroMy COTPYAHHMKY 3TOTO OpraHa
COBMECTHO C MIPEJCTaBUTENIEM CIIy>KObl OXpaHbl WJIH ACKYPHBIM [0 OpraHU3aluud C OTMETKOH B
COOTBETCTBYIOIIUX JKypHajax.

58. Kaxnaplii opran KpunTorpaduyecKod 3amiuThl IS XPAaHCHHS KIIIOUYEBBIX JTOKYMEHTOB,
AKCIUTYaTallMOHHOM M TEXHUYECKOM ToKyMeHTauuu, uHcraumpyoomux CK3U HocuTenell 10KeH UMETh
HEOOXO0IMMOE YHCIIO HAIeKHBIX METAINTMYECKUX XPaHMWIUI], 000pYyJI0BaHHBIX BHYTPEHHHMHU 3aMKaMU C
JIBYMSI DK3EMIUIIpAaMH KIIFOYed M KOJOBBIMH 3aMKaMHU HJIM TPUCIIOCOOJICHUSIMH JUIS OINEYaThIBAHUS
3aMOYHBIX CKBaXWH. OJIUH SK3EMIUISp KJIOYa OT XPaHWIMINA JOJDKEH HAXOAUTBhCS y COTPY/HHKA,
OTBETCTBEHHOT0 3a XpaHwiuimie. J[yOnukarel KIIOYed OT XpaHWIMIL COTPYIHUKH XpaHsT B ceide
PYKOBOJUTEIISI OpraHa KpUNTorpapuueckoi 3aiuThl.

JyOnukar Kiaroda OT XpaHWIMIIA PYKOBOJIUTENS OpraHa KpHUNTOTrpaduyecKod 3aliuThl B
OlEeYaTaHHOW YIMAaKOBKE JOJDKEH OBbITh IepelaH Ha XpaHEeHHE AODKHOCTHOMY JIMILy, Ha3HAYaeMOMY
munenzuatom GAIICHU, nmox paciucky B COOTBETCTBYIOIIEM KypHAJIE.

59. Ilo okoHuaHuu pabouyero IHS CHEIIIOMENICHHs OpraHa KpunTorpaduueckoil 3amuTbel U
YCTAaHOBJICHHbIE B HUX XpaHWIMIIA JOJDKHBI OBITh 3aKpbIThl, XpaHWJIMILA omneuyaTaHbl. Haxopnsmuecs B
MOJIb30BAHMHU KIIIOUM OT XPAHWIHIL JOJKHBI OBITh CHAHBI MOJ PACIKCKY B COOTBETCTBYIOIIEM JKypHaie
PYKOBOJUTEINIO OpraHa KPUNTOTpaguuecKOoW 3allMThl WM JIUILY, UM YIIOJTHOMOYEHHOMY (IEKYPHOMY),
KOTOPbIE XPAaHAT 3TU KJIFOUU B JUYHOM WJIM CHEUUAIBHO BBIIEICHHOM XPaHUJIUIIIE.

Kiroun ot cienmoMenienuii, a Takke K4 OT XpaHWIUIIA, B KOTOPOM HaXOJAATCs KIHOYM OT BCEX
JIPYTUX XPaHWIHUII OpraHa KpUnrorpaduyeckon 3aluThl, B OEYaTaHHOM BUE AODKHBI OBITH CIIAHBI IO
pacnmucKy B COOTBETCTBYIOLIEM JKypHaje CiIy)Oe OXpaHbl WIM JEKYpHOMY IIO OpraHU3aluu
OJIHOBPEMEHHO C Iepefaudeld MoJ OXpaHy caMHX creunomMeueHui. I[leyatn, npeaHa3HauyeHHbIE IS
OTIEYAThIBAHUS XPAHWJIHI, TOJDKHBI HAXOAWUTHCS Y COTPYIHUKOB OpraHa KpPHUNTOTpa(puyecKod 3alluTHl,
OTBETCTBEHHBIX 33 9TH XPaHWJIUIIIA.

60. Ilpu yTpare Kiaro4a OT XpaHWJIMILA WJIM OT BXOJHOW JABEpU B CHELIOMEIIEHHE OpraHa
KpUnTorpadguueckon 3amuThl 3aMOK HEOOXOJMMO 3aMEHHUTh WK TIepe/ieaTh €ro CEKpeT ¢ U3rOTOBICHUEM
K HEMY HOBBIX KJIIOYEW C JIOKyMEHTaJbHBIM OodopMmieHHeM. Eciu 3aMOK OT XpaHWIMIIA Iepenenarh
HEBO3MOXXHO, TO TaKoe XpaHWIHIIE HEOOXOAMMO 3aMeHMTb. ITopsSaoK XpaHEHHs KIIOYEBBIX U APYTUX
JIOKYMEHTOB B XpaHWJIUINIE, OT KOTOPOr0 yTpayeH KJI0Y, JO U3MEHEHUs CEKpeTa 3aMKa yCTaHaBIIMBAET
PYKOBOJIUTEINb OpraHa KpUNTOrpauuecKoi 3aiuThl.

61. B 0OBIYHBIX YCIOBUSX CHELIIOMELIEHUS OpraHa KpUNTorpapuyeckon 3aluThl, HAXOIAIIUECS B
HUX OIeYaTaHHbIE XPAaHWINIIA MOTYT ObITh BCKPBITHI TOJIBKO COTPYIHUKAMH OpraHa Kpunrorpadudyeckoi
3aIUTHI.

[Ipu oOHapyXeHUHM NPU3HAKOB, YKa3bIBAIOUIMX HA BO3MOXHOE HECAHKIIMOHMPOBAHHOE
IPOHUKHOBEHUE B 3TH CHEUNOMEIICHNUs WM XPaHWIMILA MOCTOPOHHUX JIUI, O CIYyYUBILEMCS JOJIKHO
ObITh HEMEJUIEHHO COOOIIEHO pYKOBOAMTENIO OpraHa Kpunrorpadpuueckoi 3amutel. [IpuObiBimne
COTPYJIHUKH OpraHa KpUITOrpapuuecKod 3alUThl JOJDKHBI OIEHUTh BO3MOXHOCTH KOMIIPOMETAIUU
XpaHAIMUXCS KIIOUEBBIX U JIPYTUX JOKYMEHTOB, COCTaBUTh aKT W MPHHSATH, TP HEOOXOIUMOCTH, MEPHI K
JOKAJIM3allUd  TIOCTEACTBUNA  KOMIpPOMETallMM KOHQUACHLIMAIbHOW HHPOpMAMM © K 3aMeHe
CKOMIIPOMETUPOBAHHBIX KPUIITOKIIIOUEH.

62. Pasmemenne m moHTaxk CK3U, a Takxke npyroro o6opynoBaHus, (PYHKIIMOHUPYIOIIETO C
CK3H1, B cneunomemenusax nosub3oBareneii CK3M nomkHbl cBeCTH K MHUHHUMYyMY BO3MOYKHOCTb
HEKOHTPOJIUPYEMOTO JIOCTYIa OCTOPOHHUX JIMI] K YKa3aHHBIM CPEJCTBaM. TeXHHUECKOe 00CITy)KHUBaHHE
TAaKOro 0O0OpYAOBaHMS U CMEHA KPUNTOKIIOYEH OCYIIECTBISIOTCS B OTCYTCTBHUE JIUI], HE JOMYIICHHbIX K
pabote ¢ nanabiMu CK3U.
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Ha Bpemss otcyrctBus monb3oBateneit CK3UM ykazanHoe oOopyaoBaHue, TpH HAJTUYHH
TEXHUYECKOH BO3MOYKHOCTH, JOJDKHO OBITh BBIKIIOYEHO, OTKJIIOYEHO OT JIMHUU CBS3M U YOpaHO B
oreyaThiBaeMble XpaHwinila. B nmpotuBHOM citydae nmonb3oBarenu CK3U mo cornacoBaHuio ¢ opraHom
KpunTorpaguueckoil  3ammTBEl  00s3aHBI  MPEIYCMOTPETh  OPraHU3alMOHHO-TEXHHYECKUE  MEPHI,
UCKJTIOYAIOIINE BO3MOKHOCTh Hcnoib3oBaHuss CK3U noctopoHHUMH JTUIIAMH B UX OTCYTCTBHE.

63. Pexxum oxpanbl cneunomemienuid nonb3oBareneii CK3U, B Tom uymcne npaBuiia Jomycka
COTPYIHUKOB M TIoceTuTeneili B pabouee u Hepaboyee Bpems, YCTaHABJIMBAaeT oO0JalaTeNlb
KOH(HICHIIMATHHON HHPOPMALIMHU MO COTIACOBAHHUIO C COOTBETCTBYIOIIMM OPraHOM KPHUIITOrpadudecKoit
3alIUTHl. Y CTAHOBJICHHBIH PEXUM OXpPaHbl JOJDKEH IpelycMaTpuBaTh MNEPUOAMYECKUNH KOHTPOJIb 3a
COCTOSIHHEM TEXHHYECKUX CPEJICTB OXPaHbl, €CIU TAKOBbIE MMEIOTCS, & TAKXKE YUYUTHIBATH IMOJOKEHUS
Hacrosmer MHCTpykuy, criennuKy U ycIoBUsS padOThl KOHKPETHBIX mosb3oBateneit CK3U.

64. B cneunomemenusx mnois3oBarened CK3UM st xpaHeHHs BBIJAHHBIX UM KIIFOUEBBIX
JIOKYMEHTOB, 3KCIUTyaTallMOHHOW M TEXHUYECKOW AoKymeHTanuu, uHctamupytomux CK3U nHocutenei
HEOOXOMMO MMETh JIOCTaTOYHOE YHCIO HAAeKHO 3alupaeMblXx MKagoB (SIIMKOB, XPaHMJIUII)
WMHAUBUAYAIBHOTO IOJIb30BaHUS, O0OPYIOBAaHHBIX MPHUCIIOCOOTICHUSIMU JJISi OINEYaThIBAaHHUS 3aMOYHBIX
CKBaKuH. KiTrouM OT 3TUX XpaHUJIUIL JOJKHBI HAXOUTHCS Y COOTBETCTBYIOUIMX NoJib3oBarenein CK3U.

65. Ilpu yTpaTe Ki0o4ya OT XpaHWJIMINA WK OT BXOJHOW JIBEpU B CHEIIIOMEUICHHE MOIb30BaTeNs
CK3U 3amok HE0OXOAMMO 3aMEHUTh WIIM TIEpeleNaTh €ro CEKpPeT ¢ HM3TOTOBIEHHEM K HEMY HOBBIX
KIIFOYel ¢ JOKyMEeHTalbHBIM odopmieHreM. Eciau 3aMOK OT XpaHMJIHINA TepelenaTb HEBO3MOXKHO, TO
TaKO€ XPaHUJIUIIE HEOOXOAMMO 3aMEHHTh. [lOpAOK XpaHEHHUs KIIOUEBBIX U JIPYTUX JTOKYMEHTOB B
XpaHWJIMILE, OT KOTOPOTO YyTpayeH KIIOY, JI0 H3MEHEHHs CEeKpeTa 3aMKa YCTaHABIMBAaeT OpraH
KpUnTorpadguueckoi 3amThl.

66. B 0OBIYHBIX YCIIOBUSX ONeyaTaHHbIC XpaHuuina noib3oBateneit CK3M MoryT ObITh BCKPBITHI
TOJIBKO CAMUMHU M0JIb30BATEIAMHU.

[Ipu oOHapyeHHMH NPHU3HAKOB, YKa3bIBAIOUIMX HA BO3MOXXHOE HECAHKIIMOHUPOBAHHOE
IIPOHUKHOBEHUE B 3TH CHEUNOMEIICHHUs WM XPaHWIMILA NOCTOPOHHUX JIUI, O CIYYUBLIEMCS JIOJIKHO
OBbITh HEMEIJICHHO COOOIIEHO PYKOBOACTBY oOmajnaTtens KOH(GUICHIHMANBHOW UWHPOpMAlUU H|
PYKOBOJUTEIIIO  OpraHa  Kpunrorpapuveckod  3amuTel.  [IpuObIBIIME  COTPYAHHKH  OpraHa
KpunTorpagpuueckoil 3auThl JOJKHBI OIEHUTh BO3MOXKHOCTh KOMITIPOMETAIIUU XPAHSIIIUXCS KITIOYEBBIX U
JIPYTUX JOKYMEHTOB, COCTaBUTh aKT U MPUHSTH, IPU HEOOXOIUMOCTH, MEPHI K JIOKAITU3AIIUHU TTOCIIEICTBHUI
KOMITpOMETAINH KOH(PUIEHITHAIBHON HHPOPMAIIMH U K 3aMEHE CKOMIIPOMETHPOBAHHBIX KPUIITOKIIIOUEH.

V. KonTpoJs 3a oprannsanmeii u odecrnieyeHueM 0e30MaCHOCTH XpaHeHHsl, 00padoTKM U nepeaadn
1o KaHaJaMm cBsi3M ¢ ucnojb3oBannem CK3U konduaenuuaabuoil uHpopmanmnu

67. Kontponsb 3a opranuzanueii 1 odecrieueHueM 0e30MacHOCTH XpaHeHus, 00paboTKU U nepesadn
no KaHanaMm cBsizu ¢ ucnons3oBaHueM CK3U koHduaeHumanbHOM MH(pOpManMM - rocyJapCTBEHHBIH
KOHTPOJIb OCYIIECTBIISIOT (efiepaibHbIe OPTaHbl MPABUTEILCTBEHHOW cBsA3u U uHbopmaruu™(13). B xone
roCyIapCTBEHHOTO KOHTPOJISI U3y4YarOTCsl U OLIEHUBAIOTCA:

opraHuzamusi 0€30MacHOCTH XpaHEHHWs, OO0pabOTKM W Tepedaud 10 KaHajaM CBS3H C
ucnonb3oBanueM CK3U koHdpuaeHmanbpHoi nHpopmanuu;

JOCTUTHYTBIM ypOBEHb KpUNTOrpaduuecKkoil 3amuThl KOHDUIEHIHAIBHON HHPOpMAIIHH;

ycioBus ucnoias3zoBanus CK3U.

68. Ilpu opranuzaruu 0€30MaCHOCTH XpaHEHHs, 0OpabOTKM W Tepeaady MO KaHajlaM CBSI3H C
ucnonb3zoBanneM CK3U moanexaield B COOTBETCTBUHM € 3aKOHOAaTenbcTBOM Poccuiickoit denepanun
00s3aTeNnbHOM 3amMTe KOH(UISHIMATIbHON HHPOpPMAIMK TOCYJAapCTBEHHOMY KOHTPOJIO TOAJIEKUT
nesrenbHOCTh auueH3uatoB GAIICH, a Taxke obmanarenell KoH(pHIEHIMATbHON WHOpMAaLNU, €CIU
HEOOXOUMOCTh KpUNTOrpadUyecKoil 3aluThl Takod HHpOpMAnMU B cooTBeTcTBUU C [lonoxenuem
ITK3-99 onpenensiercst rocyapcTBEHHBIMHA OpraHaMH WJIM TOCY1apCTBEHHBIMU OPTaHU3ALMSIMH.
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[Ipu opranm3anuu O€30MACHOCTH XpaHEHHUs, OO0paOOTKM W Tepenadd 10 KaHajlaM CBSI3H C
ucnonb3oBanueM CK3U He mnomnexameil o0s3aTenpHON 3amuTe KOH(PUACHIMATBHON HH(POpPMAIIUN
rOCYJapCTBEHHOMY  KOHTPOJIIO TOJICKUAT JesaTenbHoCcTh Jminen3uatoB  DAIICHU. O6namarenu
KOH(HICHIIMATBHONH HWH(pOPMALMU B 3TOM CIy4ae MOTYT OBITh IPOBEPEHBI (erepaabHBIMU OpraHaMu
IPaBUTEJILCTBEHHOH CBSI3M U MH(MOPMALIMH JIUILB 10 UX IPOChOE UIIU C UX COIJIACHSL.

Bosmoxknocte M (popMy gocTyma TOCYAapCTBEHHBIX KOHTPOJBHBIX OPraHOB K COJCPKAHHIO
KOH(pUIeHIIMATIbHON UH(OPMALIMK ONIpesieNsIeT PyKOBOAUTENb IPOBEPAEMON OpraHU3aIUH.

Cpoku U epuoAUYHOCTh TOCyAapcTBEHHOr0 KoHTpouist otnipeaeser DAIICH.

69. Jlunensuatet @DAIICHM  o00s3aHBIl  KOHTPOJIMPOBATH  BBINIOJIHEHHE  OO0JaJaTesIMU
KOH(HICHIIMATHHON HHPOPMALIMU JaHHBIX UM YKa3aHUH [0 OPTaHU3aIMH M 00ECTIeYeHNI0 0€30MacHOCTH
XpaHeHHs, oOpabOTKM M IepeAayd No KaHajgaMm cBsi3u ¢ ucnoib3zoBaHueM CK3U konuaeHumanbHON
uHpOpMaLlMK, a TaKXkKe COOJI0JeHHe TakuMu oOnanatensiMu ycinoBui ucnoib3oBanus CK3U,
YCTaHOBJICHHBIX JKCIUTyaTallMOHHOW M TexHudyeckoi nmokymentanueid k CK3U, ceprudukarom ®AIICHU u
Hacroduen Mucrpykuuen.

70. B memax KOOpOWMHAIMM TOCYJAapCTBEHHOIO KOHTPOJS M KOHTPOJSA, HPOBOAMMOIO
manenzuatamu  OAIICH, QenepanbHble OpraHbl MPaBUTEIBLCTBEHHON CBS3M M MH(POPMALUU MOTYT
IUITAHUPOBATh U IPOBOJUTH MIPOBEPKH COBMECTHO C 3aMHTEPECOBAHHBIMHM OpraHaMu KpHUITOrpaduyeckoi
3amuThl, pekoMeHoBath auieHsnataMm @AIICH 06beKTh IPOBEPOK.

71. HemocpeACTBEHHBIH AOMYCK K HPOBEPKE KOMHMCCHUU MJIM YIOJIHOMOYEHHOro (herepabHbIX
OpPraHOB MPABUTEIHCTBEHHOW CBSI3M M MH(OPMAIMH OCYIIECTBIISCT PYKOBOACTBO IMPOBEPSEMBIX JIMII IPU
NPEIbSBICHUM MPOBEPAIOLIMMH yA0CTOBEpEeHUs (IIPENHCcaHusl) Ha IPaBO IPOBEPKH, 3aBEPEHHOIO
[I€YaThl0, U JOKYMEHTOB, y10CTOBEPSIOLIUX JTUYHOCTD.

VYnocroBepeHus (MpeAnucaHus) Ha IPaBO IPOBEPKH IMOJMMCHIBAIOT TE€HEPalIbHbI JAUPEKTOP
OAIICH, ero 3amecTUTENH, a TaKXKE IO HMX YKA3aHUIO - PYKOBOAUTENH (eaepalbHbIX OpPraHoB
IPaBUTEJILCTBEHHOH CBS3U U MH(popMalmu. Jlonyck K IpoBepKe BO3MOKEH Ha OCHOBAaHMM YKa3aHUH 3TUX
JIULI, IepEelaHHbIX 110 TEXHUYECKUM KaHajlaM CBSI3H.

72. Ilo pe3yabTaraM rocylapCTBEHHOI'O KOHTPOJSI COCTaBIISIETCS MOAPOOHBIM WIIM KPAaTKUHM aKT,
cupaBka. C akTOM MpoOBEpKU (CIpaBKOW) MOJ PACHUCKY JOJDKHO OBITh O3HAKOMJIEHO PYKOBOJCTBO
IPOBEPSAEMBIX JIHI. AKT (CIIPaBKy) BBICBUIAIOT B COOTBETCTBYIOLIMHA OpraH KpUNTOrpaduuecKoi 3aIiuThl,
KOOPAMHUPYIOIIMM OpraH KpUNTOrpauueckod 3aimuThl (IpU €ro Haludyuu) U (QenepaibHbli oprat
IPaBUTENILCTBEHHOH CBs3U U MH(popMaimu. Eciin B Xo/1e MpOBEpKH BBISABICHBI HAapyIIEHUs TpeOOBaHUI U
ycnoBuit nuuen3uit u ceprudukatos ®AIICU, to ¢enepanbHble opraHbl IPABUTEILCTBEHHOW CBA3M U
uHpopManuu coobmaroT B JInneHsnonHsiit u ceprudurannoHubiii neHTp @AIICH 00 3TuX HapyUIeHHUsIX
U TIPUHATHIX MEpax.

Ecnu B ucnons3oBanuun CK3U oGHapysxeHsl HepocTaTku, To juneH3uatsl PAIICU, obnanarenu
KOH(UAEHIMATbHOU HH(pOpMaluK 00sA3aHbl IPUHATH Oe30TIaraTelbHble MEPHI K YCTPAHEHHUIO BCKPBITHIX
IPOBEPKOIN HEOCTATKOB U BBHIMOJIHEHUIO PEKOMEHJIAINM, N3JI0KEHHBIX B akTe mpoBepku. CoobuieHus o
IOPUHATBIX Mepax JOJDKHBI OBITh MPEACTABIEHBl B YCTaHOBJEHHBbIE MPOBEPAOIIUMU cpoku. [lpu
HEOOXOJIMMOCTH MOXKET OBITh COCTaBJE€H IUIAaH MEpONpPUATHH, TJie MpelyCMaTpUBAETCS pelleHHe
COOTBETCTBYIOIINX BOIPOCOB.

73. Opransl Kkpunrorpadpuyeckoil 3amuTsl (KOOPAMHUPYIOIIME OpraHbl KpunTorpaduyeckoi
3allUThl) JOJHKHBI 00001IaTh pe3ybTaThl BCEX BHJIOB KOHTPOJIS, aHAJIU3UPOBATH MPUYMUHBI BBISBIEHHBIX
HEJI0OCTAaTKOB, pa3pabaThiBaTh MEPHI MO UX MPOPHUIAKTUKE, KOHTPOJIUPOBATH BHIMOJIHEHHE PEKOMEH A,
CoJIeprKalInXcs B aKTax MPOBEPOK.

74. Ecin B ucnons3oBanuu CK3M BBIABIEHBI CEpbE3HBIE HApYLIEHMs, M3-3a YETO0 CTAaHOBUTCA
peanpHON yTeuka KOHPHUIACHIMATBLHON wH(GOpMaIK, O€30MacHOCTh KOTOpPOW obOecrneunBaeTcs ¢
ucnonb3oBanueM CK3U, 10 ¢enepanbHble oOpraHbl NpaBUTEIbCTBEHHOW CBSI3M W HMH(pOpMalNH,
muuen3uarsl DAIICH BopaBe naTh ykazaHue O HEMEJICHHOM MpekpanieHnn ucnoiab3oBanus CK3M nmo
yCTpaHEHUs IPUYMH BBISBJICHHBIX HapylIeHUH. B aToM citydae denepanbHble OpraHbl IPaBUTEIbCTBEHHOM
CBA3M U MHGOpMalMu MOTYT HampaBuTh B JluneH3uoHHBIH M cepTuduKaimoHHbl 1eHtp DAIICU
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MIPEACTABICHHE 00 OT3BIBE (MPUOCTAHOBICHUH JeicTBUs ) uieH3uit AIICU.

75. Obnanatens KoH(UICHIMATBHON MHPOPMALUU BrpaBe oOpaTUTHCS B (erepaabHble OpraHbl
MPABUTEIBLCTBEHHOM CBsA3M W HMHOpMAMM C MpPoch0Ol O MPOBEIEHWH Ha JOTOBOPHOM OCHOBE
rOCYJJapCTBEHHOTO KOHTPOJIA C IEJIbI0 OLIEHKM JOCTAaTOYHOCTH M OOOCHOBAaHHOCTH TNPUHUMAEMBIX
muniensnatoM GATICHU Mep 3amuThl ero KoHGUIEHIIUATEHON HHGOPMAITIH.

*(1) Undopmanus ¢ OrpaHUYCHHBIM JOCTYIOM, HE COJEpKamias CBEICHHM, COCTABJISIFOIINX
roCcy/IapCTBEHHYIO TallHy, B HacToAelH MHCTpYKIMN UMeHyeTcs - KoH(UIeHIInaTbHas HHOopMaIusl.

*(2) Cepruduuuposanusie DAIICHU cpenctBa kpunrorpaduyeckoit 3amuThl KOHPHUISHIHATLHON
uHpopmaruu B Hactosed Muactpykiuu umenyrotes - CK3U. K CK3U otHocsTCS:

- peanm3yroIIMe KpUNTOrpapuvecKre alrOpUTMbl MpeoOpa3oBaHuss MHGOPMAIUU anmnapaTHbIC,
IporpaMMHBIE M alapaTHO-IPOrPaMMHBIE CPEACTBA, CHUCTEMbl U KOMILIEKCHI, OOecleynBarolue
0e30macHOCTh MHQpOpMAIMK MPU e¢ 00paboTke, XpaHCHWH W Tepelnadye M0 KaHaJIaM CBS3M, BKIIFOYAS
CK3U;

- peanusyromue Kpunrorpaduyeckue aaropuTMbl npeoOpa3oBaHus WHPOPMALWMU ammapaTHbIe,
OporpaMMHBIE W  amnmapaTHO-MPOIPaMMHBIE  CPEICTBA, CHCTEMbl M  KOMIUIEKCHl  3allUThl  OT
HECaHKIMOHMPOBAHHOIO JOCTyMa K UH(pOpMaLuu 1pu ee 00paboTKe U XpaHEHUH;

- peanu3ymrollue KpuUnrorpapuyeckue alropuTMbl MpeoOpasoBaHuss MHGOpPMAIMU amnapaTHbIE,
IIPOrpaMMHBIE U aINIapaTHO-IPOrpPaMMHBIE CPEJICTBA, CUCTEMbI M KOMILJIEKCHI 3alUThl OT HaBSI3bIBAaHUS
JI0KHOM MH(OPMALIUY, BKITFOYAs CPEACTBA UMUTO3AIIUTHI M "AJIEKTPOHHON MOIUCH";

- anmapartHble, HPOrpaMMHBIE M alllapaTHO-IPOTrpaMMHBIE CPEACTBA, CHUCTEMbI U KOMILIEKCHI
U3TOTOBJICHHUSI M pacmlpesesienus kioueBbix gokymeHToB ansg CK3M He3aBHUCHMMO OT BHJa HOCHUTENS
KJIFOUEBOM MH(pOpManuu.

*(3) O6nanarenamMu KOHGUACHIHUATHLHOW MH(POpPMALMM MOTYT OBITh T'OCYJapCTBEHHBIE OpraHbI,
roCy/apCTBEHHbIE OpPraHMU3AlMK U JAPYTrue OpraHu3aliyd HE3aBUCUMO OT UX OPraHM3allMOHHO-TIPAaBOBOU
¢dopMbl 1 HOpMBI COOCTBEHHOCTH, HHIUBUyaTIbHbIC MIPEANIPUHUMATENN U (PU3NUECKUE JTHIIA.

*(4) Cern KOHOUICHIMAIBLHOW CBSI3W - CETH CBSI3W, TPEAHA3HAYCHHBIC [UIS TIepeaadn
KOH(HIeHIIMATbHON UH(OPMAIIHH.

*(5) Oneparopsl KOHPHUACHIIMAIBHON CBSI3U - OTIEPATOPHI CBSI3U, TIPEIOCTABIISIONINE HA OCHOBAHUM
muuensun GAIICH yerayru koHGUAEHIIMATBHOM CBsI3U ¢ ucnonb3oBanuem CK3U.

*(6) OmepaTopbl KOHPUACHIMATHHOM CBsI3W W Juna, umetounme nuneHsuto OAIICU u e
SBJISIIOIIMECS  OllepaTopaMM KOH(UACHUIMAIBHOW CBsA3M, B Hacrosmedl MHCTpyKUUMM HMMEHYITCS
munenzuatsl AIICH.

*(7) Opranom xpunrorpaguyeckoid 3amUTBl MOXET ObITh OpraHu3alnus, CTPYKTYpHOE
nojpaszeneHue opranumzauuu - juueHsuara OAIICHU, obnagarens kKoHUIAEHIMATBbHOM HHGOpMaLUU.
@yHKIUY OpraHa KpUnrorpaduyeckoi 3amuThl MOT'YT ObITh BO3JI0KEHBI Ha (PU3HUECKOE JIULIO.

*(8) dusuueckuwe auIA, HEMOCPEICTBEHHO aomyiieHHbie K padore ¢ CK3U, B Hacrosmein
WNucTpykunn umenyoores - noas3oBarenu CK3U.

*(9) B nactosmeit UHCTpYKIIUU UCTIONB3YIOTCS CIAEAYIOIINE MIOHIATHS M ONIPEICTICHNUS:

- Kpunrorpapuyeckuii K/aH04Y (KPUNTOK/IWY) - COBOKYNHOCTb JaHHBIX, oOOecreuyuBarolas
BBIOOP OHOTO KOHKPETHOTO KpUNTOrpaduyeckoro npeoOpa3zoBaHus U3 YKCia BCEX BO3MOXKHBIX B JaHHOM
KpHUNTorpadguueckon cucreme;

- kJgw4yeBas wuHpopMaumMs - clIeUUMaIbHBIM O00pa3oM OpraHuW30BaHHAasi COBOKYIHOCTHb
KPUITOKITIOUEH, MpeaHasHaueHHas Ui OCYLIECTBICHHMSI KPUNTOTpaguuecKod 3aluThl WHPOpMALUU B
TE€YEHHE ONPEJIEIIEHHOTO CPOKa;

- MCXOJAHAsA KJ4YeBass HHGOpPMANUs - COBOKYIHOCTh JaHHBIX, IpeIHa3HAUYEHHBIX JUIA
BBIPA0OTKH T10 OINpeIeIeHHBIM IPaBUIaM KPUITOKIIOUEH;

- KJK4YeBOH [OKYMeHT - (U3MYECKHH HOCHTEIb OINpPENENIeHHOW CTPYKTYpBI, COAEpKaIIui
KIIIOYEBYIO MH(pOpMannio (MCXOAHYIO KITHOYEBYIO HH(OPMALIKIO), a TPU HEOOXOAUMOCTH - KOHTPOJIbHYIO,
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CITY’KE€OHYIO U TEXHOJOTUUYECKYI0 HH(POPMAIIHIO;

- KJII0YeBOH HOCUTEJb - (PU3MYECKHI HOCHUTENb OMpPEEeNICHHON CTPYKTYpBI, MPEIHA3HAYESHHBIN
JUISL pa3MeIleHUs Ha HeM KIoueBOil mHbopManuu (MCXOAHON KitoueBOM uH(popmaiuu). Pasnuuaior
pa3oBBI KJIFOYEBOM HOCHUTENh (Tabnmwmia, mepdosieHta, mnepdpokapra W T.I.) U KIOYEBOW HOCHUTEIb
MHOTOKPAaTHOTO HUCHOJb30BaHUsl (MarHuTHas JIeHTa, AMCKeTa, KoMmakT-auck, Data Key, Smart Card,
Touch Memory u 1.11.);

- KJI04YeBOH OJOKHOT - Habop OyMaXHBIX KIFOYEBBIX JOKYMEHTOB OJIHOTO BHAa (Ta0muIl,
nepdoneHT, nepdokapt u T.11.), COPOIIIOPOBAHHBIX U YIIAKOBAHHBIX MO YCTAaHOBJICHHBIM ITPABHUIIAM.

*(10) Ilox xommpoMeTanuel KpUIITOKIOYEH B HacTosmel MHCTPYKIIMM MOHMMAETCsl XUILEHUE,
yTpaTta, pasrjalleHue, HECaHKUHOHUPOBAHHOE KONHWPOBAHME M JPyrue IPOUCLIECTBHS, B PE3YJIbTATE
KOTOPBIX KPUITOKIIOYM MOTYT CTaTh JOCTYIMHBIMU HECAHKIIMOHUPOBAHHBIM JIUIAM U (WJIK) MPOLIECCaM.

*(11) Ilomemenus, rae ycranoBiaeHbl CK3W wnm XpaHsTCs KIIOYEBBIC JOKYMEHTBHI K HUM, B
HacTosAlel HCTPYKIIMN UMEHYIOTCS - CIIEHITOMEIIIEHUSI.

*(12) TpeOoBanusi K O0OECHEUYEHUIO COXPAaHHOCTH KOH(PUICHIMANbHON wuH(pOpMaruun B
CHEIIOMEIICHUSIX aHAJIOTUYHBI TPEOOBAHUSAM K MOMEILIEHUSM, IJI€ BBIMOIHIIOTCS pabOThl, CBSI3aHHBIE C
xpaHeHneM (00paboOTKoI) Takoil MH(OpPMAIMK, U yCTAHABIMBAIOTCS OOJIafaTeneM KOHQUACHINATEHON
nHpopmanuu;

*(13) Ion ¢denepanbHBIMU OpraHaMU NPABUTEILCTBEHHON CBS3M M MH(POPMALMK B HACTOSIICH
WNuctpykuuu nonumarotrcs rnaBubele ynpasieHuss OAIICU, ynpasnenuss DAIICU B denepambHbIx
OKpyTaxX, pETrHOHAJbHBIC YIPAaBICHUS MPABUTCIBCTBEHHOM CBS3M ©  HMHQOPMALUH, IICHTPHI
MIPABUTEIHCTBEHHOM CBSI3H.

Ipuio:xkenne 1

Kk UHCcTpyKuuu (yHKT 20),
yTBep:kaenHoi nprukazom ®AICHU
ot 13 urons 2001 r. N 152

Tunosas dpopma
sKypHaJaa nos3kseMmiisipuoro yuera CK3U, sxcniiyataiinoHHOM M TeXHUYECKOH JOKYMEHTAIlUH K
HHMM, KJIIOYEBbIX JOKYMEHTOB (JUI1 OPraHa KPUNTOrpau4ecKo 3a1mThl)
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[puka3z ®AIICH ot 13 urons 2001 r. N 152 "O6 yrBepxnennu MHCTpyKIMn 00 opranusanuy 1 odecrieueHUM 0€3011acHOCTH XpaHeH!sl, 00pabOTKH M Tepeady 0 KaHauaM CBSI3H C...

N o/ HammeHnoBaHMe CepulHEIE HOMEepa Homepa OrMeTKa O IMOJIyUYeHUU OrMeTKa O pacCCHUIIKe
CK3Hu, CK3Hu, DK3EeMIIJIS— (nepenaue)
BKCIJIyaTalMOHHOM | BKCIJIyaTaluMOH— pPoB
U TEeXHUUEeCKOM HOM U (kpunTor—- |[(OT xoro nojydeHwl| IHaTa u HOMep |[Kowmy IDaTa u IDaTa u
OOKYMEHTaUuUMm K TeXHUYEeCKOM padmnueckue min @.1.0. CONPOBOOUTEJIL— | paso— HOMeP HOMeP
HMM, KJIOUEBEX OOKYyMEeHTauum k |HoMepa) COTPpYyIOHUKA HOT'O IMCbMa CJIaHE CONPOBO- |[IOOTBEPX—
IOOKYMEHTOB HVM, HOMepa KJIIOYEBEIX opraHa niIM njara (mepe- |muTenb- |IeHuMs uIn
cepMy KJIOUEBHIX |IOKYMEHTOB |KpuITOoI'padmuuec— M3TOTOBJICHUSA IaHbL) HOT'O pacnmucka
OOKYMEHTOB KOM 3alMTH, KJIIOUEBBIX nycbMa B
M3TOTOBUBIIETO OOKYMEHTOB U [IOJIyYeHUM
KJIIOUEBBIE pacnmucka B
IOKYMEHTEL M3TOTOBJIEHUN
2 3 4 5 6 7 8 9
OrMeTKa O BO3BpaTe IlaTa BBOIA B IDaTa BeIBOHma |OTMeTka 06 yHMUTOXeHUM CK3MU, [lpuMeyaHUEe
nencTeue "3 OeNCTBUSA KJIIOUEBEIX IOOKYMEHTOB
IaTa M HOMep IaTa M HOMepP HaTa HoMmep axkTa wmnm
ConpoBOONTE— IOOTBEPXICHUSA YHUUTOXEHUA pacnucka o6
JIBHOT'O YHUUTOXEHUN
omcbeMa
10 11 12 13 14 15 16
24.01.2020 Cucrema TAPAHT
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[puka3z ®AIICH ot 13 mronst 2001 r. N 152 "O6 yrBepxnennu MHCTpyKIMu 00 oprann3anuy 1 00eCIeUeHuUH. . .

Ipuio:xxkenue 2

Kk UHcTrpykuum (yHKT 26),
yTrBep:xkaeHHoi npukazom ®AIICH PP
ot 13 urons 2001 r. N 152

Tunosasi popma
JKypHasa no3k3eMmsipaoro yuera CK3U, sxcrmiryaTaliluOHHON M TeXHUYECKOH JOKYMEHTAMHU K
HUM, KJIIOYEBbIX JOKYMEHTOB (111 00J1agaTe/isi KOH(pUAeHUNAJIbHOH HH(pOpMaIIMK)
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[puka3z ®ATICH ot 13 urons 2001 r. N 152 "O6 yrBepskaeHun MHCTpyKIMK 00 opraHuzanuu 1 odecreueHnr 0e301acHOCTH XpaHeHHs, 00pabOTKH U MepeiauH 110 KaHajlaM CBSI3H C...

24.01.2020

N n/|HammenosaHnue CK3M, |CepwuiiHle HOMmepa CK3IH, Homepa OrMeTKa O MOJIyUYeHUU OrMeTka O BHIOAUE
I DKCIJIYaTalMOHHOM U DKCIJIYAaTalMOHHOM U DK3EMILJISPOB
TeXHUUeCKOM TeXHUUYeCKOM (kpunrorpad¢muuec-| Or xoro |[(Jara m HOomep| ©.M.O. IaTa un
OOKYMEHTalUUM K OOKYMEHTAaUUM K HUM, KM1e HoMepa) [IOJIy4YeHBl |CONpPOBOOUTE- [[IOJIB30Ba— |pacnmcka B
HUM, KJIIOUEBHIX HOMEepa CcepuM KJIOUEeBBIX KJIIOUEBBIX JIBHOT'O Tesa CK3Y|nonyuyeHun
IOOKYMEHTOB IOOKYMEHTOB IOOKYMEHTOB nmMcbMa
1 2 3 4 5 6 7 8
OrMeTKa O OomkJiueHmuu (ycraHoBke) CK3U OrmeTka 00 u3bATMM CK3U M3 annapaTHBIX [IpuMeuaHuUE
CPeIlCTB, YHMUTOXEHUM KJIOUEBHX IOOKYMEHTOB
®.11.0. COTPYIOHMKOB HaTa Homepa annapaTHEX HaTa ®.1.0. corpynHukon |Homep axkTa
opraHa INOOKJINYEHMS |CpencTB, B KOTOPHE| WU3BATUA opraHa WU
Kpunrorpadpmuueckon (ycTaHOBKM) YCTAHOBJIEHE MU K (yHMUTOXe- | Kpunrorpadmueckoy |[pacnmucka o0
3allUTH, Y TIOOIUCU KOTOPEIM I1OIOKJIUEHE HMS) 3allUTH, YHUUTOXEHUU
noyir30BatTensa CK3H, Jiil, CK31 noyir30BatTensa CK3H,
IpOM3BE OMX IpOM3BE OMX IPOM3BOOMBIIMX
IIOOKJIDUEHUE IOOKJIDUEHUE U3BATHUE
(YyCTaHOBKY) (YyCTaHOBKY) (YHMUTOXEeHUE )
9 10 11 12 13 14 15
Cucrema TAPAHT
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[puka3z ®ATICH ot 13 urons 2001 r. N 152 "O6 yrBepxnennu MHCTpyKIMK 00 OpraHu3aniy 1 00ECIIeUeHHH. . .

Ipuioxkenne 3

Kk UHcrpykuum (yHkT 28),
yTBep:xaenHoi npukazom ®AIICHU
ot 13 urons 2001 r. N 152

TunoBasi popmMa TEXHHYECKOT0 (ANMAPATHOI0) KypHAJIa

24.01.2020 Cucrema 'APAHT 19/20



[puka3z ®AIICH ot 13 urons 2001 r. N 152 "O6 yrBepxnennu MHCTpyKIn 00 opranusanuy 1 odecrieueHHy 0e301acHOCTH XpaHeHus, 00paboTKu U Iepeayy o KaHauaM CBSI3H C...

N n/| IHara Tun u 3anmucu 1o JicrioJsib3yeMEle KPUIITOKJIIIUM OrmeTKa 0O [Tpumeua-—-
I CepuMHEE |0OCIyXMUBa-— YHUUITOXEHUU HUEe
HOoMEepa Huio CK3U (cTupanmm)
VCIIOJIb3Y—
eMbeIlx CK3U Twun CepunHLL, HomMep pasoBoOTo DaTa Iloomnmco
KJIOYEBOT'O |KpuITOTrpadmuueckmmn KJIOYEBOT'O [I0JIb30Ba-—
OOKYMEHTa HOMEp M HOMEP HOCUTENI WU Teya CK3U
SK3eMIJIapa 30HEl CK3M, B
KJIIDUEBOTO KOTOPYI BBEIEHH
IOOKYMEHTA KPUIITOKJIOYM
1 2 3 4 5 6 7 8 9 10
24.01.2020 Cuctema TAPAHT

20/20



